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ABSTRACTO privacy.[TFor[éxample,[¢ookieshavebeenlised by

WelTirstCprovidelTriteria forCassessingCinformedd
consent[online. T henOwelJexami neChowcooki e
technology [l and] Web[O browser[] designs[] havell
respondedtolconcernsClaboutClinformedOconsent. [
Specifically,Wweldocument(fel evant[des gnl¢hangesT]
inNetscapeMavigatorandinternet[Expl orer[over @]
5-year[period,3tartingin1995.Dur (tetrospectivell
analyses[leadsCus[tol toncludethat Cwhileltookiell
technol ogy[ThasCimprovedOoverOtime[regarding]
informed(¢onsent,[$omelstartlingproblemsiiemain.
Welspecify$ix[of [theseproblems@ndlofferdesign]
remedi es. [T hisiwvork i tsiwvi thinlthelémergingfiel dT
of Walue-SensitivelDesign.[]

O
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INTRODUCTIONO

ATlcookielils[arsmall fextstring{oftenholmnorethan
an(1DOhumber) (that [isCsent (by (Al Web[$erver (oA
browser. [T helfext[ishen$toredby That (browser,
typicallylonthelliser’ sthardldirive, [@nd$entack o
alWeb$erver[at[@ater [{ime.(TWebbrowsersirst[]
supportedtookiesin11995.[1T1 heyCverelinitiallyd
devel opedtoCprovidelawayFor[users(iolte-visit[]
sitesCwi thouthavingCtoC dentify Cthemsel vesCand
their(preferencesiéach(iime.l]

0

InCsubsequentears,Chowever,[cookies havebeen[
useddinOwaysOthat substantivel yOinvadeJusers[

third[party[Web(Sitesiblcreateltiser [profil esiwithout
theluisers Cknowledge, CandtoltrackCusers Conlined
activitieslacrossWeblSitesiandvisits.[

0

These[JandOmanyUother OconcernsChavelgarnered(]
national Cattention. [T heCoverarchingCproblemtan[]
bel¢ategorizedlaslinvol vinglinformedi¢onsent: [that (]
usersiverelmei ther [adequatel y[informed[about What [
cookiesldo@ndfow(personal [informati oniwoul dbe[
used, Chor Cadequatel yOgi venCallchoi cetodecline[™
participation.

O

I nihi spaper, Livelfiirstprovideldriteriafior [Assessing]
informedCtonsentConline. [T hentwel&xaminelChow(
browser[desi gnerslhavelfespondediblSuchldoncerns]
about[ informedd consent.] O Specifically,d weld
documentOrelevant(JdesignCchangestinONetscapeld
NavigatorJandOI nternetCJExplorerCover Jal15-year [
period, [startingih(1995.MDur [fetrospectivel@nal yses
|eadsluis[fol¢oncludelthat ivhil el¢ookiefechnol ogy
hasJ improved( over( time(J regardingC] informedO
consent,(0somelstartlingdproblemsOremai n.O0CWeld
speci fyOsix Oof Cthese(probl emsCand Coffer Odesign]
remedies.(]

O
CRITERIAFORINFORMEDICONSENTIONLINE'D
Butbeforelweltanléxaminelhowlivel | [¢ookiesand]
Weblbrowserssupportlinformedidonsent, ivelheedd
abetter[conceptual Clnderstandi ngLof (vhatCéxact]y [
informed(¢onsenteéntails.BothWords,linformed” [
andconsent”,[¢arrylimport[]11,(3,[®].[T helidealdf [

A O T

' 0SeelIFriedman, OFelten, JandOMill et [ 6] Of orJall
detail eddiscussi onCof (theconceptual Cmodel (for [
informed consent(J onlineld thatJ underlies] thesell
criteriad

Dept.[of [Computer[Sciencel]



“informed’0 encompasses] disclosurel] andC
comprehension.O0InOturn, Otheldideallof Oconsent
encompasseslIvoluntariness,lcomprehension,JandC]
agreement. [T hese[fiveCtomponentsT+-CvhichCived
willCuselas eriterialHTornformedtonsent[onlinel]
canbelunderstood(asfollows:]

O
Disclosureltefersifolprovidinglaccuratelinformation]
aboutthelbenefitslandharmslthat (i ghtfeasonably [
belexpectedfromthelaction[uinder[consideration.
Thellevel [of [dlescri ption[shoul dCavoidllinnecessary ]
technical Cdetail ; (thelinformati onCdi scl osedCshoul d
al soldli sabuseltheliindividual [of [any[commonlyhel dJ
false[beliefs, CandtheTeasonfor[Lindertakingthell
action[$houl dfbetnadeléxplicit.[TM oreover, [if (the[]
actionllinvol vescoll ectinglinformati onCabout Jan]
individual,[Then(thelfol | owing[shoul d[2l solbelinade]
explicit:[) (whatCinformationCwill Cbeleollected; i)
whoQwill thavelaccessTolit; flii ) thowTonglit il | el
archived; [v) Qvhat [t Oil | helised[or; nd V) (how
thelidentity(of fhelihdividual Wil Belprotected. [T

g

Comprehensionltefersiolihelindividual’ slaccuratel]
interpretationbf Cwhat [ sCbeingCdisclosed. [DWhat [
criterialJmustObelsatisfiedinCorder Ctollsay Cthat [
somethinglhasObeenJadequatel y[lcomprehended?IT
Whileltherelislhol&asyanswerhere, Cat[east[iwol]
methodsCseemviable: () CheingCableltol testatelinC]
differentCivordsCwhatChasbeen(di scl osed,Cand[i) 0
bei ng@bl elfbl@ppl ywhat hasbeen(di scl osedfblalSet [
of [Rypothetical [@évents.T

O

Onlinelinteracti onsack helbenefit[of Hace-to-facel]
i nteractions[thatCcanChel pCensurelcomprehension]
thoughO dialogue.Cl O In0O typicall Web-based[
i nteractions, lisers arepresentedWith[A Web[hagel
or[dial ogboxCcontai ningCdi scl osurel i nformation]
andCprovidedCwithCanOopportunity OtoOagreeCor 0
declinelfolparti cipatellbyl¢li ckingfonAbutton.MNo]
queries.[TNoltalk.[TSpecial CeffortsConthepart[of (]
Webltlesignerswill DbelhecessaryiolanayzelWwhat[(
users] need tolJ understandd about] a1 particular]
disclosureCanddolLtili ze[$trategies(iolincreaselthel]
likelihoodthat[Gomprehensi onlwill Belrealized.[]

ad
Voluntariness(tefersol&nsuringihat[thel&ctionisO
not[¢ontrolled[or[¢oerced.ICoercionlisanléxtremel]
formOof [i nfluencetthat Clcontrol sCoy Ccompul sion, O
threat, JorOpreventiond(e.g.,anOovertOthreatCof O
violence),Candthereby[Viol ates[theltomponent[of (]
voluntariness.TA [essiobvi ousflorm{of [doercionldan(]
occurWhen(therelislonly[bnelteasonablelWayfor]
individual sCtolteceiveltertainCheededBerviceslor[
informati on. [T hi sless[ébvi ousflorm(of [doercionlis]
aSeriousldoncern(foronlinelinteractions.[Currently
(andFortheForeseeablefuture), [kitesCengagelin]

strikinglyd similar(] practices] with( respect] to[]
informed consent.[] O 1fOtheredisOadserviceOorD
informati on(fhat(individual stheedfolobtai nfonline, [
then(to[Cparti ci patellinCtheselserviceslndividual s
must[éngagelintWebllinteractions.IGivenihelack [
of [0 substantiveld choice[] amongd Web[ sites[] and[]
browsers, lisersi¢an(inléffect(bel¢oercedlinto[Web-
based[interacti ons[that(Ccompel (themTolgiveup
personal [ihformation(or(éngagelinOther[@ctivities.[]

0

M ani pul ationCof [¢ertai n(formsi¢an(al sollinderminel]
voluntariness,[] particularly) when(d it[J alters] theld
individual s Cchoi cesor Cperception[bf (thoiceslby[]
someleansiother (than(feason. 3 ani pul ati onof [the
sortOvelarelconcernedvith[tan[bel&chievedin&t ]
|east[three[ivays: (1) Cmani pul ati onCbf [theToptions]
presentedd to[] the[d individual 0 suchl that[l the[d
presentation] encourages] certain(] choicesl or[]
behavi ors, i) (inani pul ati on[of [information, [and (i)
psychol ogi cal inani pul ation.[IWork by [Reevesland[]
NassCandtheir[tolleagues]11,[15],[ForCexample,[
i ndi catesthat (Tin[onlinelinteracti onslindividual slarel]
vulnerableJto[] psychol ogical Omanipul ationCIfrom(]
flattery,[@riticism,[@nddender(dues. [l

g

Competenceld refers(] to[d possessing] the[1 mental, ]
emotional CandCphysical [tapabilitiesCheededtolbe[]
capablel] of ] giving[d informed consent.[] 0 The[
componentof Ccompetencel sCusedtoldistinguish(]
personsfromOwhom(itCi sOappropriateltoJobtain[]
informedC¢onsent.[TWebldes gnersiof [SitesTargeted
forOchildrenCandCadol escents, Cifor Cexampl e, Cwil 10
need@olbeléspeciallyCtogni zant[bf [Theltomponent
of [@ompetence. T

g

Agreementiefersfolalfeasonably[dl ear[opportunity
toOacceptUor OdeclineCtoOparti cipate. IO nConlined
interactions,JopportunitiesCItoCacceptorOdeclinel
shouldibelVisiblelandeadilylaccessi bl efather [than[]
buri ed(inder iayerslof (inenusCor (hi ddenliinfobscure
locations.[]

0

Ind traditional 0 humanO subjects] research,0 theld
component[of Cagreement[sLongoing.[TParti ci pants]
may[withdraw(Thei r(agreement{olparti ci pate@t@ny ]
timedandOf orOanyOreason.0While(thelarenalJof O
researchdiffersCinClimportantCwaysOf romConlineld
interactions, Ihelaspect[bf Lbngoi nglagreementmay ]
have[d relevancell for(J onlined interactions.OJ [ For[D
example,[J usersd couldd beld providedd with( the(
opportunity tol] withdraw their( datal] from alJ
recommendati on(System(at[any(fime.As[aSociety, ]
welhavel[a goodteal Cof CexperiencelithGimplicit(l
consent: [by[Virtuelof (énteringlinto[&&ituati on(the[
individual [agreesiolthelactiviti eslthat[@relknownfol]
occur[infhat[¢ontext.Impli citléonsent ol dsiivhen



thelbthereriterialtli scussed[Abovelhaveldl solbeen(]
met.O

O

COOKIESO ANDO WEBO BROWSERS:O A0
RETROSPECTIVE[ANALYSIS[O
Welareow(ih@positionfbusetheseliveldriteria3]
disclosure,d]  comprehension,[]  voluntariness,[]
competence, Candlagreement3-Holassessthowvel I ]
cookiesand\Web[browser havelSupportedlinformed
consent[online.[IOWelbeginCwithCa retrospectivell
analysi slof Netscapeavigator,thelfi rstbrowser b
enable[Tookies.[TWelthen[followlwithCal shorter [
discussi onldf Internet[Explorer.[]

O

MethodsO
Wellindependently[tonfirmedlbrowser[preferences]
anddefaultCsettings[in[Netscape Navigator[({NS)
versions(2,[3,[4,[@nd4.6[andIInternet[Explorer [{I E)
versions[B,[ 4, Candb.[TCopi esbf (thesebrowsers]
werelbbtai ned(fromNetscapeProducts.[Archived(]
Productsl] [13],0 Internet) Explorerl] Productsl]
Download(19],CoravailableConCour[Hesktops.[T1nO
addition,[dJ welJ obtained information(] about[] the[]
browsers[fromCoutsi deltlocumentation(]2,[10,18].
I nformati onfonbrowser (el easeldatesivasigathered]
fromSeveral [OnlinelSources8,12,[16,19,20].00

O

NetscapeMavigatord

Accordingfo[CookielCentral [[2] ,[¢ookiesémerged]
inCApril [19950vith(NS[1. 1 [andhaveléxistedin& 1 [
laterCversions.[T1n1L.1,CusersCcouldChot Cset Cany
cookielpreferences, isersiveremotmotifi edwhen@
Web[&ite[Wishedtolset[A cookie,fandlal | [tookies
were[Jaccepted. JO0FourOcomponentsCof Cinformed ™
consentd -0 disclosure,d comprehension,0
voluntariness,[@ndagreement2erelignored.(]

O

InQ¥ersion2.0,0N Slbeganfoprovidelsomeliinimal
limitations.C000AccordingOdtol0CookiedCentral,0in
version[2.0[éach(Site[¢oul d[$et[hmolmorelthan(ihree]
cooki es, CeachCwi thCaldmaxi mum(si zeCof CADK B. [
However,[inCourtestsiwith[ersion[2.020WwelWwere]
abl elfiolhavelfhelbrowser acceptfour@ookiesfrom
Amazon.com. [T tCmaybelthatthi simitationfwas
onlyimplementedinNS[2.0.[In(any¢ase, [theltiser
still OcouldOnotOsetCcooki elJpreferences, Cwasnot
notifiedlWhen[&[Webl$ite[Wished@o[$et[& tookie,[]
and(all [dooki eshwverel@ccepted. MAtThat (i me, it was]
possi bl e[ or [$ophi sti cated[Lisersioledit[Thel¢ookiell
filelloOpartially [dli sabl eLéooki es; however [doingLso
involvedObothOdisregardingthed* doCnotOedit” O
warningCintheltookies.txtfile[{wherelthe[tookiell
datalisC$tored) CandOmodifyingihedil e s(attributes. I
ThislistmotfhelSort[of [&acti vity[dnelioul dlexpect[of (]
typical [users.[TFromthelperspectivelbf (informedd

consent, LINS[2.0Cbfferedittlelimprovementover[]
1.1.0

O

N S[B.0Mappearedlinithelsummer [of [1996; (it inade]
significantd progresstd inOinformingd usersC] about[
cookiesland(all owing(theltiser[Someldontrol . While[d
theldefault[$ettinghivaslioll accept[@l | [¢ookies’ ,[for(]
thefirstimelusers.toul d set[A preferencel {underd
Optionsg/Network[Preferences/Protocol s),[Lehoosing]
between((a) CacceptingCal | OcookiesCor [(b) Cheing ™
al ertedbeforel@cceptingl@nyéookie. MViththe@ ert
option,[each(iimel@site[tequestediol$et[Al ¢ookie, [
the[userCwoul dChepresented CwithCaldial oglTbox [
disclosing: (i) (ivhat[$erver Wi shed{olSet fhel¢ookie, [
ii) (what [$erver[toul dlliselthelcookielintheFuture]
iii) (the1D dortheltookie,liv)theltontentsCof (the[]
cookiel{typicallyCencrypted),Cand0y) theltookie s
expirationldate. [T heldli al ogbox Thenprovidedihe
user (WithCanCopportunity[folacceptLor [declinelthel
cookiel{seelFFigurel1).MOn{hesurface,Wersion3.00]
appears]to]haved madelgood progresstoward]
realizinglihformed(donsentwithrespectoldookies.

a

However,[INSEB.0Cti | Deavesimuch@olbeldesired. [
WhilealJgoodOdeal [ of Jinformationd hasObeen
disclosed, [tfsthot[ ¢l ear Fhat it (isEhelti ght($ort [bf
information. T heldlial ogrhox el | sihelliser (hothing ™
about thed expectedd benefitsd ord harmsO fromO
accepting(hisiéookie, mor [doeslit [{el | Ehelliser ivhy [

Figur el1: M S3.04[CookielWar ningDialog
Box[

thed sitel1wi shes[Jto[] set(Jtheld cookie,lwhat[the
informationOwill CbelusedOf or, Dor Oif CtheCuser’ sO
identityCill Cbelprotected.[TT o[Netscape’ sCeredit, [
theldli al ogox [does(di scl oselwhat [Serversiwill haveld
access tolthelinformation,dndicateChowdongthed
cookielwill belarchived, [@ndishow(thelUser theldatal]
that(will BelStored.

a

Even( so,00 thered will O likely beld alJ lackd of O
comprehensionOaboutOwhatOisCdisclosed.(00ForC
example,Civhilelthelterm™ domain” ChasCalprecisel
technical ddefinition,0how doesadtypical Ouserd
interpretthelstatementf any CserverOntheCtlomainCl
‘so-and-so’ [ 200D oesthat [ ncl udeConl y OserversC



owned@ndai ntai nedbyfhatdrgani zation?Ir do]
users understandthe(term™ domain” [tobelmorel]
broadly[construed(toCmeanCserversCbel ongingtol]
other Corgani zati onsDwi thOwhi chCtheDorgani zationd
has[altel ati onship?V oreover, [if theldookie’ sivaluel
containslencryptedlinformation, how(isthelliser [fo]
understandLit [t Ceoul dTbelinnocuouslinformation
or[Somethinglquitelpersonal ; theltiser hasnoway [0f [
knowing.O

O

Finally,[ inO terms] of 0 agreement,[] whileld the[
opportunity] tod declinell now( exists,0 thel
implementati onCthrustsfundueldburdenCuponCithed
user.[IWhil eltisersivholwi shifbl@cceptéveryldookiell
canldlo[sovithout[doingl@anything, isersiivholvish]
toldeclineléveryl¢ookielnustpai nstakingly,[¢ookie
afterCcookie, OexplicitlyOdeclineleachCone. [T nCa]
worl dCof W eb-based(i nteractionsCwherecookies(]
abound, 0 thedburdenOto refusel all [ cookiesis
staggering.[TAIso,[usersCimustChavigate throughCall
cumbersomel threeldevel sCbf Cmenustoll ocatelthe[
preferencelsettingslthat 2l owfhemToldeclineléach]
cookie.[]

O
Enter[INetscapeNavigator[4.00oughly[@year(later,
boastingsignificantimprovementinCtheCcookiel
preference] settingsd (underd
Edit/Preferences/ Advanced) (&vail abl e[follisers[{see]
Figure2).0T heloptionsihow(ihclude: [

v En
_ﬂ F
-

Figure2: DS[4.03[Cookiel$ettings

0

e  Accept(allldookies. T hisifemai nsitheldefault.[]

e  Acceptlonlyleookiesihat[get[3ent[backFolihell
originatingC$erver.[IT helbrowser[Will ConlyCacceptd

cooki es(fhatZrelteturnedfotheldomai n(thelliser [isC]
currently@onnected(io. [T

o Disableldookies.Meclineldll [Gookies.[]

o Warn[inelbeforelAcceptingl@alLtookie. [IWhen[a
Web(Siteldri esolSet[@ldookie, [dli splay[aldi al ogbox ]
thatCcontai nsClinformati onCabout CthelCcookielJandC
allowslthelliser[Folacceptlordecline.[TT heldialog™
box[iklthelSamelasithatihMNS[3.0.0

O

From(thelperspectivelbf Cagreement, (NS[4.0Chas(]
eliminatedthe[burdenCbnthelusertoltecline[A IO
cookies. M ow(declining(@l | [dookieslis@sSimple@s]
theldecisiontolaccept Al | Ccookies. Calpreferencel]
setting.[Mn[addition, @nother (hewldptionaddresses]
concernsCabout[tookiesfrom(thirdCparty[&ites.CIn]
thelearl y[uselbf [tookies, [users toul dCassumelthat ]
thelsiteltheltiser adldonnectedfolivoul dbelthelsite]
thelcookie[woul dCIbelreturnedTto. O0AsOcookiel
technology[devel oped, (thirdCparty[sitesCbegantol]
makellise[of [¢ookies,[Typi callyThroughiheluselof [
bannerCads[but[&l sol[throughtheluiselof Cone-pixel [
images, CeffectivelyCinvisible(totheuser. [T hus, [
usersl]coulddnoOlongerOassumellthat[]a]cookiel
apparentlybei ngsent(fromthelVisited[&itelivould
belfeturnediblihat(Site. M oreover, theselthirdparty
cookiesCwereJoftenCusedfor(targetedCmarketingCl
purposesTJandCitoOtrack Othe[user’ sCvisitsCamong ™
various(gites. With[Thelhewloption,Wisersi¢oul diSet(]
alpreferencelthat (@l owedhem(ioleasilylagreeliba [
cookiesfhat ivoul dbelteturnedfoihelsitelfhelliser [
wascurrentlyCvisitingChut[Cdecline[al [(those[that (]
woul dibelfeturnedfolthird(partysites.[Finally, el
notelthat[despiteltheselmewloptions,Thelaccept@ 10
cookies’ CoptionCisCktill Cprivilegedas the[default™]
setting. O0OWhenOtheQuserOinstal | sandOlaunchesd
NetscapeNavigator[#.0, tookies arelenabledand]
thelbrowser [Will Chever [informiheluser @bouttheir O
use.[]

O

AlfewOwordsal soCneedtoIbeJsai d[about (theld
component[f [@omprehension. [T heldptionaccept ]
only[eookies[that[getsent[backfolthelbriginating]
server” [is(ikely[folélicit@hetesponsel1What[does]
thatOmean?’ OfromOthe[typi cal Ouser. OOTheldless
technicallyOpreciselphrase, [ decline(Jal | Ccookies
fromCthirdCparty (W ebsites” CimightCmatchCimored
closelylihellisers inderstanding. T olbetter [énsure[]
comprehensi onlof thi sioption,[Some@mount[of [iser [
testingwill Beldequired.Mn@ddition,fhelpreferencel
menul@&l lowsllisersiolthooseldnelof [theirstihree(
optionsCAND [Whether [or (hotHolbelvarnedbefore
acceptingCaltookie.[T1n[komeltaseslitsLinclear(
what [ thesel] combinations] might(d mean.[] O Ford
exampl e, [if (Alliser [$el ects accept[al | [tookies’ [and ]
“warnCOmelbeforellacceptingUallcookie” Owill Ctheld
browserCaccept[&all CtookiesCautomaticallyCandiel | O



BROWSERQO NetscapeMavigator [ Inter netExplorer 0
1.10 2.020 3.040 4.030 4.600 3.00 4.00 5.00
Versiond
ReleaselDatel] 4/9500 3/9601 8/9601 6/9701 5/9900 8/960) 8/970) 3/990)
(typicallyof the
X.0ersion).O0
Wher eldookies@r e[l 20 1filed 1filedd | 1filelperD | 1file Multiple( Multiple Multiple(
stored@nFhel] userd perd filesO filesO filesO
user'siachine.0] user)
LimitationsBnEhel] 20 YesO <3000 | <3000 <3000 | UserlSetsd 2%[of (Aard] | 2%(af0]
number @ndSEizell driveldriiser]| hardidrive
) sets] orliserd
of [dookies.O] ]
Number Bfmenun | VAU N/AD 30 30 30 *30 30 30ra0
level slfo(Set [Gookiell (nolpref.LJj - (nolpref.J
set.)O set.)O
preferences.(]
“Acceptl@ll/None” O
option(available.C]
PREFERENCEL Nol[J Noll Yesl Yesl Yesl] Yesl] Yesl] Yesl]
“Obtainldonsent
befor elaccepting” O
option(available.C]
PREFERENCED NoO *NoO NoO YesO YesO NoO NoO Yesd
“Acceptd
some/All/None” [
option(available.O]
Accept] | Acceptd Accept| *Acceptl] | Acceptld| *Accept@IO | *Accept@ld | Accept@l
DEFAULTO ald ald all all ald cookiesl] cookiesl] cookiesl]
oE U G cookies[] | cookies[] | cookies[| cookies[] cookies] (Internet
In'tT'TIIIEI\éttE\ O (cannot(] ZoneZ0
tia ing. bell medium)
altered)
O
TabledO

Summar y[of [Browser [CookieFeatur esByBrowser [@ndVer sionMumber [
* Z[Wnabl elfollerifylindependently, @ssumptionDaseddnprevious@ndSubsequentBrowserMersion]

capabilities.[@=ZMnabl efbldbtai nthisidata.[]
i

theluserOtChasCdonesoleachtime? T Or[will (thed
browserwarntheluser[@bout [@achldookielandal | ow[
thed userd tod agreel] or(] decline?d O Accurated
i nterpretati onslonthepart(of (Theltiser Wil l (lequire@]
lessi@ambiguouslinterface.[]

0

I niflerms(of [di scl osur e, [Theldpti on[di sabl eldookies’ (1
might[belbetter (phrasedas* declinelall Ctookies’, [
andtheOoption* warnOmebefore[acceptingUall
cookie” [might[belbetter (phrasedCasT* obtainCmy
permissionCbeforellacceptingallcookie” . (T heseld
recommendedCwordingOchangesChel pCiclarify Ctheld
user’ strol e[linCprovidingCagreement JandOrepl aceld
words] with( potentially[] negativell connotations(]
(“disable’,0 “warn’)d thatd mightd dissuadel

unsophi sti catediserscirom¢hoosi ngtheselbptions[]
with(less[émotion-ladenlferms.[]

O

Nearlyfwolyearsater, in[1999FHwoyearsiduringC
whichtookies ainedlincreasing[Visibility(On(the
medialJandOprivacyappearsforemostinCusers O
concernsCabout(Webluse[3HTVersion[4.6[Bppears.IT
Surprisingly,OwithOrespectJtolcookies,[INS[4.60]
providesnolsignificant(dhangesfromiersion(4.0.0]

O

InternetExplorerd

AsshownOn(T able[1,Onternet(Expl orer{ollowsa]
similarCevolutionltegardingCtookies[andlinformed
consent.[In[Dri ef : MEL3.08haresimany [keyfieatures]
withCtsCcontemporary N SCB.0. [IBothCbrowsersli) O
provided@[singlel¢ooki elpreferencel$etting, warn]



beforelacceptingCtookies’ [(that[placedthe[burden
forCdleclininglal | Leookieslonihelliser, i) Cacceptedd
all[dooki eslasitheldefault,[@and(iii) (providedoughly [l
comparableldnformationCabout the[Tcookielinthe]
warningLdlial ogbox.INotably,EhelELB.00varningd
box [doesmot el Theltiser hereltheldookieiay e[l
returnedCio, [(thus, (thereld sCholvay[toldistinguish
third[party[dookies.(]

O

| ECA.0CoffersCimprovementsCover 1 ECB.0Cbut[ags(]
somewhat[behindCitsCcontemporary(NS[4.0.[T1n
termsCbf Ctookie[preferencelsettings,[1E[4.0Chow(
allowsthe user[Jtod“ disable[lall O cookieOuse”,[
however,LinlikeCwith[CN SC4.0theuser Cmust (&l O
recognizellanddecline(lthi rdCpartyCicookiesTonCal]
case-by-caselbasis.[T1E#.0ChasCAl solthangedthed
format[of [itsL¢ookielvarningldlial ogox [Andlisers]
musthow(¢lick @n[additional [{unnecessary) (button]
tolbbtai n[detail ed[d nformati onClabout[theltookie. T
Informationabout[the[dcookie’ shnameJandOits[]
securityOstatusC](thoughOlit i sTuncl ear Owhat Cithi sOI
means) (isfiowprovided(seelligure3).00

Security Alert

o
&

Figur el3: TE[4.0[CookieWar ning[]
DialogBox[]

O

| E0B.0,[@ppearingin[1999and[tontemporary[With(]
NS4.6,0reconceptualizedthedl EClinterfacedfor[C
determiningCcookiellpreferences. A Otwo-tiered[
systemOvasputinpl ace. MIntheirstier, fhelliser
selectsCalJsecurityevel [{foundCat (0T ool /I nternet
Options/Security)[fhat[determinesf@lconstel | ation[of ]
preferencelsettingsUasJal lwhol e. 10Of Otheldfour O
possible(securityClevel s,ConlyCthe I High” Clevel O
reveal sLlitsJdefaul t Ocooki e(setting: [1* cooki esClare[]
disabled”;[thelbtherevelsMedium”,[* Medium-
Low”,Cand Low” CimakeholmentionCbf Ctookies. Il
Moreover(d(andJ as(d reveal ed(] el sewhere[din( the[
browser),Cattheselthree[lowerSecuritylevel sthe[d
default(SettingslarelSetfblaccept(al [Gookies.[

O

Users[] can] alsod choose] toJ customize[l the[d
constellationlof [preferencel3ettingsiassoci atedwvith [
each(Security(Tevel (by[dlickingfhe[ Custom(level” [
button.[T nthi sCsecond(tier, Cusersidiscover [that [l
preferencesfior(dookiesthat[@relstorediontheldser’ s
computerChavebeenseparated fromtookies that[]
existConlyfor CtheOdurati onCof Cthedsession. [ N[
addition, the options] havell been(] renamed] to[]
“disable” ,[Denable” ,[and[ prompt” , ivhi chtemoves
thelhegativeltonnotati onsiassoci atedwithiwarnings
(seeFigure[#).[TNote,Chowever,[therelislHtill Chol
option(ibldecline@ | thirdpartyldookies.[]

Security Settings
Seflings,
O Enable -l
® Prompt
&1 Cookies
@ Allow cookies that are stored on your computer
O Disable J
@ Enable
Q) Prompt
@ Allow per-session cookies [not stored)
O Disable
® Enable
) Prompt
|2 Dowinloads
[ File dowrload
N ekl T
| | »
i~ Rieset custom setting:
Reset to IMed\um =l ﬂl
o |

Figur e: MEB.0[CustomCookielSettings

DESIGNIREMEDIESO

| thsmow(fivelyears(sinceldookiesiwereffirstieénabled
without[any[Supportfrom{therowser [{orfealizing
informed(donsent. D uringlthi sfi me, [Somelprogress]
has[been[madelintWhat[istli scl osedtolusers,[thel]
comprehensibility[of fhelllanguagelfhatisitised, [and [
thelopti onsOwi thCwhi chCOusersCcanCagreedtoCor
declinelfheldseldf(dookies.[]

O

Still,dsomelstartlingdproblemsCremain. 0InCthed
sectionthat[Foll ows,Owelhighlight[FiveOof [these[
problemsland(offerfemedies.[]

O

o Thelinformationldisclosed@bout[al¢ookielstill [
doeshot[adequatel y[$peci fylwhat[thelinfor mation[
will Belusedfor [dr howlthelliser (i ghtBenefit(or el
harmedby(itsiise.]

Remedy: [Redesi gnltheBrowser’ sidooki eldi al ogbhox[]
tolihcludelthreeladditional fi el ds, [@nelflor [Statingthe]
purposelfor CsettingCthelcookie, ConeforCalbrief [
statement(of (benefits, [Andlonefor [abri ef [Statement
of Orisks.0TheOpresencelJof Othese[Ifiel dsCwoul d[
encouragelJsitesItolldisclose[Jthi sinformationJtol]
users.[IThat[$aid,[theltontent[of (thesefieldsiwill
remai nfuinder theldontrol [6f (éach(Sitelanduisersiwil | O
need(iblrel y[onthelfionesty thereof.[]



o |nCorder (ole¢hangeltookielpreferencel3ettings]
toCkomethingCbther than™ accept[all Ctookies’ [l
user Cheeds(toliraver sefaliminimumCofihreelimenul
level sibllbcatelfhelpr efer encelSettings.[]
Remedy: [Cookielpreferences[shoul dibelocatedin@’]
meani ngful OmenuChi erarchy CHperhapsOunder Call
menulliabel ed[Somethi ngi kel Privacy@and[Security[]
Settings’ [(Hand[as[¢l oselfothefoplof (thelhierarchy [
asipossible.[]

0
o Inlnternet(Explorer,thelburdenlfoldeclinelal |0
third(partyl¢ookieslstil| fall sTolhelliser lvholmust ]
declinel@ach(dookielonelat@ltime.[]
Remedy: [Redesignthelbrowser[preferencelsetting]
toinclude(Jaldcomprehensi bly-label edCoptionCto
declinel@l I [¢ookieslthat oul dbelfeturnedTolthird ]
party(Weblsites.(
O

o  Nonelbf[thelbrowsersprovideltheluser Cwith[]
control Cover ChowongLaleookie[Wwill [&xistfonthel
user’ sithachine.(J
Remedy:[Redesignthelbrowser[tol&llowluserstol]
easi|y[del ete[allcookiellor[(tochangelCal cookie' s
expirationldate.

0
o  TheldefaultldookielSettingfor [Gurrentbrowser s
waslI* accept[all [tookies.” [TThus,[hovice[users [
“ out-of-the-box” [éxperiencelofl¢ookiesHor INS4.6]
or ED.0n[mid-1999Mwaslholdli ffer ent[fhantheir O
“ out-of-the-box” [éxperiencelofl¢ookiesHor INS1.10]
in1995.00
Remedy: (What[isCheededhereldsCa default[that [
preservesinformedtonsent[WithoutCunnecessarily [
burdeningd thed user[] with( overwhelmingJ and[
potentiallyhonsensi cal [tjueri es.[TFor [$ophisticated
users, [theldlefaultCsetting@opromptIhelliser @bout [
each cookiel[]would protect[] informed(] consent [
without[oolgreat[a burden.TForhovicelusers,[a]
defaultOsettingCto1" declineJall Ocookies’ COwoul d,
underOtherightOconditi ons, Cpreservedthenovicell
user’s[] informed consentt andd eliminate[] thed
overwhel mingd presentation of O cooki el warning]
messages. [T But[theltightCtonditionstivouldCimeand
that[imany (Web[&iteslmust[beltedesi gnediol@ | ow
usersCwhodecline[Jcookies tohavigate the[sites[]
effectively[a beitCwithout[personalization).[TWell
comelBack fbthi sipointshortly.(]
0
Lastly,Cvelkcal | Cettention[ToCa kixthChroblemforD
whichiwelSeelnoléasy remedy. T helproblemlikiihis.[]
O
e  Nolbrowser[@lertsfalliser folvhenlalsitelwi shes]
toluselaldooki e, [asl0pposediblstor elaldookie. [
A userOmayChellcomfortabl eCwi thConeCuseof Call
cookielbut(notWithlanother [Lselof fhelSameldookie.
However,[turrentlyCusersChavelholWayfof agree” [

U 7

tolhelparti cular(iselbut[only[Hoihel$ettinglof (Ehel
cookielinCthefirstOplace. 0T heldsourcellof Cthi s
problem(li eslinthelinteracti onbetweenthelbrowser [
designlandldorresponding(Web(siteléxpectationsias[]
follows: O00O0Uponiniti atingCallconnectionCwithCald
remotelSite,[(thelWeb[browser[Automati cally[offers]
thelWebl&itelits tookielfil elif (the[Web[&itelhas Al
cookielstoredlinthat[file.[TT hus,[inCpractice, [the[
Web(gitelhever[Activel yiequestsialdookie. T rue, [a]
redesigned($tandardC¢oul d[@l lowlThe[Webbrowser[
tolinitiateJalJconnecti onCtoJal W ebsite[wi thout ]
automati cally[offeringthel¢ookieile. A ndLif Hhat [
wereltheldase, ihenever [ Web(sitelishedfolook]
at[@¢ookie, Thelsitelwoul dimeedfolacti vel y[fequest[]
theltookiefile[fromihe[Web[browser.(THowever,
suchlaltedesi gnlonihelpartof (Ehelbrowser ivoul
requirel] all correspondingd and] comprehensivel
redesignfon{fhelpartof (&l (WeblSitesland, fherein,[]
liesEheldlifficul ty[of Bheliemedy.dMnhi ndsi ght, Givell
observelihatbrowsers{andlbther [$oftware) [shoul d
not[beltesignedtolol unteerfinformationCWithout]
puttinglihplacelSomeldverridehechanism.]

a

CONCLUSIONO

Since11995, [ thell ndustryChasCmadeJal sustai ned ™
effortdtorealizelinformed consentCforJcookiel
technol ogy.[Progresshasbeeninadelvith{tespect]
toldi scl osure, [dGomprehension, [@ndlagreement. MY et, ]
asl 1 demonstrated] by[] our[1 analysis,[] substantivel
problemsliemai n.[TSomelof [fheselproblemsi¢ane]
easi ly[temedi ed,[andWvelhavel$pecifiedhow. TFor [
exampl e, DV ebbrowsers[Ehoul dCheltedesignedtol]
alowlisersfoléasi|y[del ete[@¢ookielanddolchange
altookie’ sCéxpirationldate.[TAnother [éxampl e:[The[]
browser CpreferencelsettingConClI nternet JExplorerD
shoul dbelfedesi gnedfolincl ude@¢omprehensibly-

| abel edldpti onlfoldeclinelal | [dookiesthat woul dbe[]
returned(olthirdpartyWebl(sites.(I

0

Other[Cof CourCremediesCareldifficultCtolimplementd
becauselthangesCmustCbccurCatOevel sCholongerd
withi nieachlof Thebrowser [itsel f.[MForéxampl e, [@sO
weldmentionedCabove, [ nCfosteringCusability Cand
informedOconsent,InovicelusersCwoul dObelbest [
served(if (fheldefaul tféonditionldeclinedlal | [tookies[]
—[butConlyOfOWebsitesCallowedChovicellisersCtold
navigateJtheirOsitesOwithoutOimpediment. DOBut™
currently that[ condition is notC met.[0 O Thus[
unfortunatel yhovi celliserstmustChowgivelground
onlihformedigonsent(olachi eveltisability. I

0

Of[@ourse, hadbrowsersin[1995[{or[éven(in[1997)
implemented™ declinelal | Ctookies’ CastheldefaultC]
setting, (& tes[BeekingtolCattract Chovicelusers{i.e.,[
most[Sites) Woul dhavelfespondediwvithldesi gnsihat ]
werelfunctional (Without[&ookies.[TInCotherWords,[]



theObestOremediesCimayInollonger Obelpossible]
becauselWwelare[everal yyears[toollatelinChoticing
thelproblemslandtakinglaction.]
O
ThuslourGwoarger [ideasbecomel@pparent. (First,[]
withOregardCtoCmanyChumanCval uesTHsuchas[]
informedd consent,[ but[] also[] including trust,
autonomy, ] freedom( from[1 bias,[J accountability,
privacy,[@nduiniversal [accessHit[isinuchleasi er[fo[]
designOproactively(tolprotectandIf oster(thesed
values(ihan(itlisioltetrofitléxistingldesigns.[IT his[]
idealIfitsOOwithinOtheDemergingdfieldOof OV alue-

SensitivelDesign([4,5,[1,[14,17].0

0

Second, [it0sf@l | Hool¢ommonlinCguicklyehangingd

technol ogi cal (i el ds[flor [thehace{and [demands) [of (1

development{olfrumplanyhistori cal [donsi derations]

of ChowCandOwhy[desi gnsChavellemergedCas they[
have.[Y oungldesi gnersiniparticul ar, velfiear, havel]

a[1'technol ogical Camnesia’ (- Civhere[2Cmonths s

consideredCold,CandPyearsCirrel evant.[T1tOsCour [

hopelthat (tetrospectivel@nalyses,[3uchl@sprovided
in(thi sCpaper,[¢uickenlinterestlinthelhot-so-distant[
past[solthatCWwel tantesignibetter forthe[hot-so-
distantfuture.C]

t
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