Exploiting Shared Memory for

Protected Services

Ren� e W. Schmidt

Department of Computer Science and Engineering

University of W ashington

Seattle, W

A 98195

T echnical Rep ort 94-06- 03

This work was supp orted in part by the National Science F oundation (Grants No. CDA-

9123308, and CCR-9200832), the W ashington T echnology Center, Digital Equipment Cor-

p oration, Bo eing Computer Services, and Intel Corp oration.

Exploiting Shared Memory for Protected Services

by

Ren� e W enzel Schmidt

A thesis submitted in partial ful�llment

of the requirements for the degree of

Master of Science

University of W ashington

1994

Approved by

(Chairp erson of Sup ervisory Committee)

Program Authorized

to O�er Degree

Date

In presenting this thesis in partial ful�llment of the requirements for a Master’s degree

at the University of W ashington, I agree that the Library shall make its copies freely

av ailable for insp ection. I further agree that extensive copying of this thesis is allowable

only for scholar purp oses, consistent with \fair use" as prescrib ed in the U.S. Copyright

Law. Any other repro duction for any purp oses or by any means shall not b e allowed

without my written p ermission.

Signature

Date

University of W ashington

Abstract

Exploiting Shared Memory for Protected Services

by Ren� e W enzel Schmidt

Chairp erson of the Sup ervisory Committee: Professor Henry M. Levy

Department of Computer Science

The client/server mo del is commonly used to provide sharing and protection of data.

Using this mo del, distrusted applications (clients) can access and p ossibly mo dify shared

data, while guaranteeing data integrit y . T o ensure this data integrit y , the shared data is

managed by a server that is lo cated in a priv ate protection domain. Calls to the server

domain utilize a protected pro cedure call mechanism, i.e., the calls execute within the

server’s domain. While this mo del provides safety

, it can su�er in p erformance, due to

the domain-crossing costs required by the protected pro cedure calls.

Por c is a to olkit for building ob ject-based client/server applications. Its main goals

are (1) to provide e�cient access to protected ob jects and (2) to hide the protection

b oundary from clients. In Porc protected server ob jects are represented as lo cal pr oxy

ob jects in the client; the di�erence b etween a lo cal ob ject and a protected ob ject is thus

transparent to the client. This thesis describ es three extensions of the Porc to olkit in

order to provide fast access to protected ob jects.

The extensions are all based on read-only sharing. First, read-only metho ds must b e

de�ned, which are server pro cedures that do not mo dify server state. Read-only metho ds

can b e directly invoked by clients without requiring a protected pro cedure call. Second,

version-based synchronization is needed; a mechanism, which can b e used to e�ciently

synchronize read-only metho ds. Third, shared proxies are used to avoid the cost of lo cal

proxy creation in clients, making it faster to traverse complex p ointer structures. Shared

proxies also increase transparency by reducing p ointer aliasing problems.

T able of Con ten ts

List of Figures : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : iii

List of T ables : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : iv

Chapter 1: Intro duction : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 1

1.1 Ob ject-based RPC : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 2

1.2 Goals of the T o olkit : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 3

1.3 Exploiting Shared Memory : : : : : : : : : : : : : : : : : : : : : : : : : : 4

1.4 Related W ork : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 6

1.5 Organization of the Thesis : : : : : : : : : : : : : : : : : : : : : : : : : : : 7

Chapter 2: Ob ject-based RPC : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 8

2.1 The Proxy Mo del : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 9

2.2 Capabilities : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 11

2.3 Portals and Channels : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 12

2.4 Summary : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 14

Chapter 3: Shared Proxies : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 15

3.1 T ransparency : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 17

3.2 Channel-less Proxies : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 19

3.3 Binding : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 20

3.4 Implementation : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 21

3.5 Summary : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 23

Chapter 4: Read-only Metho ds : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 25

4.1 Parameter Passing and V alidation : : : : : : : : : : : : : : : : : : : : : : 27

4.2 Implementation : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 29

4.3 Summary : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 30

Chapter 5: V ersion-based Synchronization : : : : : : : : : : : : : : : : : : : : : : : 31

5.1 Using Lo cks : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 32

5.2 V ersion Numb ering : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 34

5.3 Memory Management : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 36

5.4 Summary : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 38

Chapter 6: Ev aluation : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 39

6.1 The Name Server : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 39

6.2 Exp eriments : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 42

6.3 Results : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 43

Chapter 7: Conclusion : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 46

7.1 F uture W ork : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 47

Bibliography : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 49

App endix A: V ersion-based Synchronization: An Example : : : : : : : : : : : : : : 52

A.1 Memory Management : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 53

A.2 Read-only Metho ds : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 55

A.3 W rite Metho ds : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 56

List of Figures

2.1 System Overview : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 10

2.2 Contents of a Capabilit y : : : : : : : : : : : : : : : : : : : : : : : : : : : : 12

3.1 An ob ject-based �le server : : : : : : : : : : : : : : : : : : : : : : : : : : : 16

3.2 Example of a shared data structure : : : : : : : : : : : : : : : : : : : : : : 18

3.3 Shared proxies, guards and protected ob jects : : : : : : : : : : : : : : : : 22

3.4 Stub co de for a shared proxy : : : : : : : : : : : : : : : : : : : : : : : : : 23

4.1 A client with read-only access to a server : : : : : : : : : : : : : : : : : : 26

4.2 Sample proxy co de for a read-only metho d : : : : : : : : : : : : : : : : : : 29

5.1 A simple concurrent C++ class using the check-in/check-out scheme : : : 33

5.2 A simple concurrent C++ class using version numb ering : : : : : : : : : : 35

5.3 Interface for the Lo ckF reeOb ject class : : : : : : : : : : : : : : : : : : : : 36

5.4 Interface for the Lo ckF reeMemPo ol class : : : : : : : : : : : : : : : : : : : 38

6.1 The internal organization of the name server : : : : : : : : : : : : : : : : 40

6.2 Interface for the DirNo de Class : : : : : : : : : : : : : : : : : : : : : : : : 41

6.3 Interface for the DirEntry Class : : : : : : : : : : : : : : : : : : : : : : : : 41

A.1 The List and ListElem Classes : : : : : : : : : : : : : : : : : : : : : : : : 53

A.2 The Lo ckF reeOb ject Class : : : : : : : : : : : : : : : : : : : : : : : : : : : 54

A.3 The Lo ckF reeMemPo ol class : : : : : : : : : : : : : : : : : : : : : : : : : : 55

A.4 Implementation of the read-only metho ds : : : : : : : : : : : : : : : : : : 57

A.5 Implementation of getKey with incarnation check : : : : : : : : : : : : : : 58

A.6 Implementation of the write-metho ds : : : : : : : : : : : : : : : : : : : : : 60

List of T ables

6.1 Performance Measurements : : : : : : : : : : : : : : : : : : : : : : : : : : 44

Ac kno wledgmen ts

The author wishes to express sincere appreciation to Professor Henry M. Levy and the

Opal group for their help and supp ort during the preparation of this manuscript. In par-

ticular, Je� Chase, with whom the author has sp ent many hours discussing the pro jects,

and who provided v aluable feedback on earlier versions of this manuscript. Ashutosh

Tiwary and Mike F eeley deserve a sp ecial thanks for answering a lot of questions con-

cerning the Opal implementation. Finally

, thanks to Geeta Shukla who pro ofread the

manuscript without having much understanding of the contents.

In tro duction

The client/server mo del is used to provide sharing and protection of data in many soft-

ware systems. Using this mo del, distrusted applications (clients) can access and p ossibly

mo dify shared data, while guaranteeing data integrity . T o ensure this data integrity ,

the shared data is managed by a server that is lo cated in a priv ate protection domain.

Client applications thus access the data through a �xed pro cedural interface de�ned by

the server. Calls to the server domain utilize a protected pro cedure call mechanism, typ-

ically R emote Pr o c e dur e Cal ls [Birrell & Nelson 84], to execute co de within the server’s

domain. F or example, an op erating system’s data structures are protected against unau-

thorized mo di�cation by the applications it is running. The applications can only mo dify

the state of the kernel by invoking a trap that transfers the control of execution to a

kernel-sp eci�ed p oint in the trusted kernel co de.

Structuring software systems according to the client/server mo del can improve exten-

sibility

, increase maintainabilit y , and provide indep endence of failure. As long as the

interface to the server is �xed, new clients and new implementations of the server can b e

made indep endent of each other. Also, clients can fail indep endently without a�ecting

each other. The ma jor drawback is that the mo del can su�er in p erformance, due to the

domain-crossing costs required by the protected pro cedure calls.

This thesis describ es Por c , a to olkit for building ob ject-based client/server applications

in C

++

. Por c ’s main goals are (1) to provide e�cient access to protected ob jects and

(2) to hide the protection b oundary from clients. While parts of Por c existed b efore,

this work concentrates on extensions of Por c to use read-only memory shared b etween

client and server, in order to provide fast access to protected ob jects.

1.1 Ob ject-based RPC

Por c consists of a runtime system and binding service that extends RPC to improve

supp ort for obje ct-b ase d services. F or an ob ject-based server, each RPC call p ertains to

a particular instance of an abstraction supp orted by the server. F or example, an RPC call

to a �le server typically op erates on only one of the server’s �les. Structuring server data

as ob jects allows the to olkit to manage complex p ointer-based data structures without

having knowledge ab out the internal representation of each ob ject. The to olkit only

needs to know when p ointers to protected ob jects

1

are b eing passed b etween a client

and a server, b ecause they have to b e handled sp ecially .

Ob ject-based services have many needs that are not met by RPC alone. Each ob ject

must have a name or reference that a client can use to bind to the server and identify

the ob ject; access must b e controlled on an ob ject basis; ob jects must b e reclaimed

when clients no longer need them; some form of accounting for ob jects must exist. Por c

is designed to supp ort these needs on top of a standard RPC mechanism, i.e., it is

built b elow the application but ab ove the op erating system’s RPC facilit y . This ap-

proach contrasts with systems ranging from Hydra[W ulf 74], a capability-based system,

to Mach[Accetta et al. 86], a micro-kernel op erating system, which have built ob ject

supp ort into the op erating system kernel.

The to olkit simpli�es the development of RPC clients and servers in the C

++

program-

1

Protected ob jects refer to ob jects managed by a server.

ming language. Protected ob jects are represented by lo cal pr oxy ob jects[Shapiro 86],

which make the RPC calls to the server. Proxies are heap-allo cated and named by vir-

tual addresses. Similarly on the server side, the details of receiving incoming RPC calls

and converting them into ordinary pro cedure calls to the protected ob jects are handled

by guar d ob jects. Proxies and guards minimize the syntactic burden of RPC on b oth

the server and the client side and e�ciently hide the protection b oundary from b oth.

1.2 Goals of the T o olkit

The goal of Por c is to p ermit richer uses of RPC, b eyond to day’s access to system

services that are statically b ound by symb olic name. Dynamic binding and anonymous

RPC interfaces p ermit callbacks and transparent binding to services. In particular, this

can make protection easier to use by allowing mo dular programs to b e split into di�erent

protection domains along mo dule b oundaries. Three issues are essential to accomplish

these goals:

� T ransparency of protected ob jects for clients,

� Security of protected ob jects for servers, and

� Synchronization of concurrent access to shared ob jects

Ideally

, it should b e completely transparent to the client co de that some ob jects are

protected and others are not. It should require minimal changes to the source co de to

add and remove protection b oundaries during program development. The transparency

is achieved by representing protected ob jects as proxies, thereby making them lo ok like

ordinary C

++

ob jects. Pointers to proxies are, unfortunately

, not completely inter-

changeable with p ointers to lo cal ob jects. Using proxies intro duces p ointer aliasing, and

it is imp ossible to share proxy p ointers b etween clients. Both of these problems o cclude

the transparency of protected ob jects.

Security means that server ob jects can only b e mo di�ed by metho ds supplied by the

server, so it can maintain data integrity

. This is vital for securing indep enden ce of

failure, i.e., to prohibit one client from corrupting the server and causing other clients to

fail. Note that security implies protected access to mo dify server data, but not necessarily

complete data hiding from clients.

Access to data managed by a server will inherently b e concurrent, b ecause multiple

clients can b e connected to a sever at the same time. A server must synchronize access

to its ob jects. The synchronization must prevent two (or more) clients from up dating a

given memory lo cation at the same time, p ossibly leaving an ob ject in an inconsistent

state, and it must prevent clients from reading data that are in the middle of b eing

up dated. This need for synchronization is the main reason why protection of ob jects

cannot b e done in a completely ob ject transparent way .

1.3 Exploiting Shared Memory

E�ciency considerations are typically the main reason why many programs execute in a

single protection domain, rather than in several protection domains. The cost of p erform-

ing an RPC call and v alidating arguments in the guard is considerably more exp ensive

than invo cation of a lo cal ob ject. Bershad et. al.[Bershad et al. 90] have shown that the

p erformance of RPC can b e considerably improved by using shared memory in the lo cal

case where the sender and receiver are b oth on the same machine. Lightweight Remote

Pro cedure Call uses a shared stack (A-stack) to avoid copying parameters and return

v alues b etween protection domains.

This thesis investigates how e�cient access to protected services can b e further improved,

in the lo cal case, by removing the RPC call altogether, by taking adv antage of shared

read-only memory

. The following three techniques are presented.

Shared Proxies

Each protected ob ject has exactly one proxy which is lo cated in the server and

is callable by all clients. When a client binds to a server, the server maps its

proxies read-only into the client’s protection domain. No lo cal proxy ob jects need

to b e constructed in the client’s domain, making it faster to pass protected p ointers

around. An additional b ene�t is that there are no aliasing or sharing problems for

proxy p ointers.

Read-only Metho ds

Read-only metho ds are an e�cient technique for reading data from a server. The

server’s data area is mapp ed read-only into the client’s protection domain, thus

allowing the client to access the ob jects directly

. This eliminates the need for RPC

calls and v alidation of parameters for querying calls. Mo di�cations to the server’s

ob jects must b e done with RPC calls, so the security of the server’s ob jects is still

maintained.

V ersion-based Synchronization

Synchronization of access to shared data turns out to b e a problem with read-only

metho ds, b ecause they cannot directly acquire or release any server lo cks. A solu-

tion to this problem, based on a technique b orrowed from lo ck-free synchronization,

is presented.

Client/Server applications that employ these techniques need to co ordinate their memory

usage, to prevent the server’s data area from overlapping with the clients. An implemen-

tation of Por c /C

++

has b een built for the Opal system[Chase et al. 92a, Chase et al. 93],

a single virtual address space op erating system. Read-only metho ds and shared proxies

can b e implemented very naturally in Opal’s single address space, b ecause there is no

overloading of virtual addresses. None of the techniques describ ed, however, dep end on

the single address space mo del, and can p ossibly b e used on any op erating system where

applications can co ordinate sharing of memory in some manner.

1.4 Related W ork

Proxies were de�ned by Shapiro[Shapiro 86] as a structuring mechanism for distributed

systems. They are lo cal server representatives that hide the communication b oundary

from clients. In addition to b eing a structuring mechanism, Shapiro describ es several

other b ene�ts, such as access control and caching of server data. Por c uses proxies

to represent ob jects that are not in the client’s protection domain to make protection

b oundaries transparent to the application programmer. Access control to protected

ob jects is controlled on a p er-ob ject basis by access v alidation p erformed by a protected

ob ject’s guard in the server. The idea of caching data lo cally in proxies to provide fast

access to server data is generalized in Por c by the use of r e ad-only metho ds, which let

clients access server data directly without the need for RPC calls.

Ob ject-based RPC has b een used in numerous op erating systems and distributed

programming systems. Systems such as Hydra[W ulf 74], Eden[Almes et al. 85],

Clouds[Allchin & McKendry 83], and Choices[Dav e et al. 92] have all built ob ject sup-

p ort into the op erating system kernel. Ob jects are protected from each other with

hardware protection b oundaries. In Eden and Clouds, ob jects are represented as sep-

arate address spaces making them inappropriate for building applications with �ne-

grained sharing. Another approach is taken by systems such as Emerald[Jul et al. 88]

and Pilot[Redell et al. 80]. They provide �ne-grained sharing by ensuring protection

through the use of a single safe language. Por c provides a combination of the two ap-

proaches by relying on hardware protection b etween applications and language protection

within an application. The trade-o� b etween hardware protection and p erformance are

controlled by the application programmer.

The goal of Emerald is to create a system that e�ciently supp orts �ne-grain mobility of

ob jects. T o achieve high p erformance, all ob jects on a lo cal machine are lo cated in the

same protection domain, so access to lo cal ob jects can b e done directly with load and

store op erations (as mentioned ab ove, security is ensured by the use of a safe language).

Similarly

, read-only metho ds in Por c provide fast read access to servers that are lo cated

on the same machine, but without the need for a safe language.

The proxy implementation in Choices is similar to shared proxies, but the rationale

b ehind the design is di�erent. In Choices proxies are allo cated in read-only memory by

the kernel to assure authentication of proxies and to b e able to change the implementation

of proxies without having to re-compile client programs, however, proxies are not shared

b etween clients. Choices has an interesting table-driven RPC mechanism, where the

RPC stub co de is chosen dynamically on each call, which could for example b e used to

automatically select the use of read-only metho ds at run-time.

Several exp erimental op erating systems, such as Monads[Rosenb erg 92],

Mungi[Heiser et al. 93] and Opal[Chase et al. 92a, Chase et al. 92c] provide a single

shared address space for all applications. Protection and addressing are decoupled in

these systems which makes it p ossible (among other things) for applications to easily

co ordinate sharing of data at run-time. The techniques for improving the p erformance

of an ob ject-based to olkit by using read-only shared memory presented in this thesis are

inspired by these systems.

1.5 Organization of the Thesis

The rest of the thesis is organized as follows. The next chapter describ es the structure

and implementation of the ob ject-based RPC to olkit. Chapter 3 discusses the design

and implementation of shared proxies. Chapter 4 explains the concept of read-only

metho ds and their implementation. Chapter 5 describ es version-based synchronization,

a technique for read-only metho ds to e�ciently synchronize access to protected ob jects.

Chapter 6 ev aluates the p erformance b ene�t of the techniques that are presented. Finally

Chapter 7 presents the conclusion.

Chapter 2

Ob ject-based RPC

Por c is a to olkit for building ob ject-based client/server applications. The to olkit is

used as a testb ed for implementing and ev aluating the p erformance improvements of

shared proxies and read-only metho ds. This chapter gives an overview of the proxy

mo del and the implementation of Por c in su�cient detail to understand the design and

implementation issues of the techniques presented in this thesis.

The original to olkit was written by Je� Chase and Mike F eeley

. It was conceived as

a way to extend Emerald’s[Jul et al. 88] uniform ob ject mo del to a traditional system

with protection domains. It was develop ed as a sideline to the Opal[Chase et al. 92b]

pro ject, whose primary goal is to make protection easy to use, and to allow protection

con�guration decisions to b e deferred as long as p ossible, through the use of a single

address space architecture. Por c furthers this goal by allowing ob ject-based applications

to b e separated into protection domains in arbitrary ways, with minimal e�ect on the

source co de. It also provides a uniform way to supp ort rich RPC interaction b etween

protection domains.

The goal is to build a uniform ob ject system that uses two referencing forms: virtual

addresses and capabilities, each optimized for the particular style of ob ject. Lo cal objects are named with virtual addresses, and protected ob jects are named with c ap abili-

ties [Levy 84, Mullender & T anenbaum 86]. A capability is an unforgeable reference that

a client uses to name an ob ject in another protection domain. Shapiro’s proxy mo del

is used to hide the non-uniformity

, by encapsulating the capabilities in proxy ob jects,

which in all resp ects act like the protected ob ject. This approach gives application pro-

grammers almost everything they would get from capability hardware, only faster and

on conventional hardware.

The following sections will describ e in detail how the proxy mo del is used in Por c ,

how protected ob jects are named with capabilities, and how the to olkit interfaces to

the underlying op erating system’s RPC mechanism. Only the asp ects of Por c that are

essential for understanding the design and implementation of read-only metho ds and

shared proxies are discussed. Several other imp ortant issues, such as the typ e mo del,

initial binding and reclamation of ob jects, are not discussed.

2.1 The Pro xy Mo del

The proxy mo del is used to hide the protection b oundary from the application. A high-

level view of the mo del is shown in Figure 2.1. Protected ob jects are represented as

proxy ob jects in the client’s domain. A proxy marshals the parameters and executes

an RPC call. On the server side, the RPC call is handled by a guard ob ject, which

unmarshals and v alidates the parameters and executes a lo cal ob ject invo cation. The

co de for proxies and guards is ideally generated by a stub generator.

Proxies and guards corresp ond to client stubs and server stubs, resp ectively

, in a standard

RPC system[Birrell & Nelson 84]. Primitive v alues such as integers and text strings are

marshaled and unmarshaled in the same way as for RPC. However, in addition, the proxy

mo del allows p ointers to protected ob jects to b e passed b etween clients and servers.

Pointers to protected ob jects are passed as protected ob ject references (c ap abilities), so

10

System

Ovb oth servers and clients can detect inv alid p ointers and avoid dereferencing

Eachprotectedob jecthasatmost oneguard,whichamongotherthings containscapability for the protected ob Pa protected p ointer to a client involvcreatingthe guardob ject (ifitdo es notalreadyexist), retrievingthecapabilitythe guard, and handing the capability to the underlying RPC mecOn the clienside, the proxy that receives the RPC call translates the capability into a proxy p oinranslating a capability consist of lo oking it up in a hashtable that maps to proxy p oinproxy p ointer is directly returned if the capability is found the hashthe client instantiates a new proxy for that ob ject, stores p ointer to it in the hashtable and returns the proxy p oinPa protected p ointer from a client to a server is slightly di�erenp oinare passed as capabilities, which also are stored in the proxies. The guard receives the RPC call statically knows whether the capability refers to an ob ject that lo totheserverorcapabilitiesthatrefertoalo calserverob ject,theob can b e found directly by examining information stored in the capabilit, thereby avoidiahashtablelo A capability that refers to a non-lo cal ob ject is handled exactly explained ab ove, i.e., by lo oking the capability up in a hashcalmost completely hides the protection b oundary by employing the proxy mo however,itintro ducesp ointeraliasiPoincomparisoncannot b e used toob jectidentit,b ecause therecan b eseveralproxiesthatrefertothesameob ,howdowegetthe�rstproaclienthasoneormoreproxiesob jects exp ortedby the servproxies could b e read from shared or p ersistenstorage, or they could b e built lo cally from capabilities retrieved from a name servCapabilitiare unforgeable ob jects used to name protected ob A capability givthe owner the right to bind to the protected ob ject and invoke its metho d [et 86, Chase et al. 92c] to uniquely name ob jects.

password capability is probabilistically rather than absolutely imp ossible forge.

Each capability has a (64-bit) password asso ciated with The run-time checks the password on each ob ject invo cation to authenticate the Capabilitisupp orted indep ende nt of the particular RPC transp ort, allowing p ortability op erating system platforms and compatibility with optimized RPC implementations. can b e used on systems with no explicit supp ort for capabilities.

The contents of a capability are shown in Figure idenis a 64-bit v alue that functions as a global name for an RPC end-p ointhis v alue client can obtain an RPC connection to the servwill b e explained in more in the next ct identi�er uniquely names an ob ject within a server,

P

(un

Ob ject

Passw

Figure 2.2: Contenof a Capabilitthe the randomized check y is minted by the guard for a protected ob guard knows p ortal ID of the RPC channel on which it is receiving its ob ject ID is to identify the guard ob ob ject ID could b e anything, for example, an intoatableofguards. In thecurrent implementationitissimplythevirtualaddressthe guard. This p ointermustitselfb e v alidatedb efore itisfolloThis is done a magic numb er stored in each guard.The password is randomly assigned by the and stored in b oth the capability and lo cally in the Security forprotected ob jectsrelies on accesscontrol checkswithin theserver after has arrivguard ob ject for the protected ob ject is lo cated using the ob ID inthe received capabilit. The guard then v alidatesthe capabilityby comparingpassword

�eld with the v alue it has stored b efore calling the protected ob theserver-sideapplication co deisnotaware oftheidentity ofitsclients

|orevencalloriginatedfromanotherprotectionThthecapability checksforsafefunctioningofthe andOb jects are named uniquely within a server by their ob ject idenare achieved by identifying each service with one or more p ortal identi�ers, whicare global names for RPC end-p oinc includes a lo cation broker service, the ethatassignsunique numb ers forp ortalsand maintainsa mappingfromp IDs to RPC can call the p ortal service to obtain an RPC fora sp eci�c p c is designed to use any message-passing or RPC mechanism as a transp ort, caveat that marshaling of protected p ointers must b e handled sp ecially as ab ovunderlying transp ort is hidden in two C c lrepresents a call or reply message bu�er, and the Channelrepresents aclienmessageconnectiontoaparticularp interfacestotheseclassesare�xed,the contents and implementationare transp ortdep ende nexample,intheMacbased implementation a Channel caches the send-name of a Mach[Accetta et al. 86p to the servInan

LRPC-basedimplementation[Bershadetal. 90the Channel whold the p ortal ID and a p ointer to a memory region (A-stack) which is shared with serv, Portal-ID-to-Channel bindings are cached in a hashtable (the table) lo cally in each client to avoid a call to the PortalService each time a Portal needs to b e converted to a Channel ob PortalService is only called when newserverisinstantiatedorwhenaclientimp orts acapability fromanameserv�rstcase,the serverisassignedaunique p ortalnumb er, andin thesecond case,client needs to obtain an RPC connection to the servclient has one Channel eachserveritisconnectedEacproxycachesap ointertotheChannelforitsservit canb elo cated quicisessential for p erformance,butunfortunately the disadv antage that proxies cannot b e shared b etween clienRPC mechidden by the Channel is usually domain-sp eci�c, so Channels can therefore only b e by the domain that created

chapterprovidesanoverviewofthekeyideasb ehind c ob jectslo cated in designated servers;

distrusted clients name protected ob jects with capabilities,

and call them using standard RPC as a transp ort;

protected calls indirect through proand guard ob jects whose metho dsare marshaling stubs;

proxy ob jects cachethe cto its server; and the guard ob jects uses a password �eld to authenticate access b directingincomingcallstotheirasso ciatedob Thetransparencyof protectedob jects iso ccludedinseveralways intheversionofdescrib ab ovit is not safeto compare p ointers to detectob ject equalitb ecause two di�erentinstancesofaproxycanreference thesameprotectedob Second, clients cannot pass proxy p ointers in shared , b ecause proxies condomain-sp eci�c protecting ob jects might b e undesirable, b ecause of overhead involved with binding to protected ob jects and invoking their metho two chapters will describ e two concepts, read-only metho ds and shared proaddress these

Pro to olkitasexplainedinthelastchapterprovidesaprogrammerwiththe basicmecforimplementingob ject-based clientsand servob jectsareseparated fromthe clientand can onlyb e accessed indirectlythrough lo calproproxymo delisusedtohidetheprotection b oundaryfrom theclient,protection nearly transparenHowever, the proxy mo del intro duces extra overhead whenaccessing protected ob When a server passes a capability (a protected p ointer) to a client, it has to b e convinto a p ointer to a lo cal proinvolves (1) lo oking up the capability in a hashand (2) p ossibly instantiating a new proproxies lo cally ineachclient preventhat proxies from b eingshared b etweenclienexample,ifaservercona hierarchical structure of �les, and a client wantsto calculate the totalnumb er of bused to store the �les, a lo cal proxy is instantiatedin the client for each single �le in servanother client decides to do exactly the same op eration, it cannot reuse anof the proxies alreadycreated, but againhas to create a lo calproxy for each ob ject(FigureShared proxiesare designed toavoidthese shared proxy iscreated by

An ob ject-based �le servserver when a new protected ob ject is created and it is lo cated in the server’s a server exp orts a reference to a protected ob ject, it maps the prointo the client’s protection domain and returns a p ointer directly to the prokey concepts b ehind shared proxies one proxy p er protected ob shared proxy is created by the servand lo cated in the server’s protection contrasts to normal prowhere there is one proxy p er protected ob ject p er clienserver can pass a proxyp ointer to theclient, therebyavoiding ahashtable lo ok-up onclienbyallclienproxymight b eusedbymultiple clientsatthesameso it dynamically cho oses which Channel ob ject to use on each .proxiesaremapp ed read-onlyinto theclient’sdomainto the security of the clients share the same pro, so if a client intentionally or unintentionally corrupt a proxy that might cause other clients Attachment of shared proxies to clients is done , i.e., when a server exp orts reference to one of its protected ob jects, it attaches the shared proxies for that ob and all other ob jects that the client is likely to makes future accesses ob in the server faster b ecause proxies are already attached, and amortizes the of attaching proxies over many server invo cost of attaching segments to client is high compared to the cost of allo cating , b ecause it requires a the �le server example ab ove, when a client has access to the ro it can p otentially access all of its all the proxies for directories can b e mapp ed into the client’s domain when the ro ot-directory is initiallexample where shared proxies are useful is when a new domain instantiatin Opal[Chase et al. 92b]. Opal server can instantiate proxies for all system services, simply by attaching a single segment containing all the shared proto the new An additional b ene�t of shared proxies is that p ointers to them are almost interchangeable with p ointers to lo cal ob are a few subtleties with proxies. mechanism for e�ciently lo cating channel ob jects dynamically on each call a shared proxy must b e devised, and binding to shared proxies is di�erent than to ordinary proThese issues will b e discussed in the following of the goals of c is to make protection of ob jects transparent to clients, so tection b oundaries can b e inserted and removed with minimal source co de mo or example, it should b e p ossible to insert extra protection b oundaries when

Example of a shared data large applications to track down run-away p oinimplementation of c , describ ed in Chapter 2, intro duces p ointer aliasing do es not allow p ointers to protected ob jects to b e shared b etween clients.

o the transparency of the to Shared proxies eliminate the problems with p ointer aliasing and domain-sp eci�c proEach protected ob ject has exactly one pro, so no p ointer aliasing o proxies are callable by all clients, so p ointers to shared proxies can b e stored in memory and can b e used by any clien3.2 shows an example of two cliena data structure containing p ointers to protected ob ob jects, whichrepresentacommunicationchannel b etweenaclientand aservinherentlydomain-sp eci�c, b ecause c isdesigned tousethe nativeRPC chanism supp ortedby the underlying op erating shared proxy can b e by an arbitrary numb er of clients at the same time, so it has to dynamically select

Channel to use on each call.

This contrasts with a non-shared pro, which only has cache a reference to a single

PortalID table caches all the channel ob jects that connect a client to its servThe

Channel a shared proxy must use to communicate with the server can therefore b retrieved from the PortalID table that b elongs to the client that is executing the call

Channel ob jects are lo oked-up by their p ortal ID. The capability for the protected ob is already stored in the pro, hence, the proxy has direct access to the Portal ID of servSecurity is maintained, even though shared proxies are accessing unprotected

Portaltables, b ecause proxy co de is executed by clients and a client can only access its oPortalID corrupted

PortalID table will not a�ect the server or other clienof

Channels when a client terminates trivial, b ecause stored lo cally in the client, and the complexity of lo cating a Channel solely dep end on how many channel ob jects the calling client itself has The overhead of making calls on shared proxies is necessarily higher than on proxies, b ecause a Channel has to b e lo oked up on each toanob serverisexp ected tooftenconsistoffollowing p ointersfromoneprotectedob anotherprotectedob jectinthesameserver,i.e.,aclientthreadwill,withprobabilituse thesameChannel asitused on thepreviouscallonashared prolo ok-up scheme has b eenoptimized for this situation by caching the most recently

How the calling client’s

PortalID table is lo cated will b e describ ed in section inathread’scontrol blo caddedoverheadof lo oking upchannelob isexp ected tob esmallcomparedtotheoverheadofmakingRPCcallsthat ispresenwhen a client binds to a protected ob ject the server passes it a capability; clienuses the capabilityto instantiatea lo cal proxy and to retrieve an RPC to the servshared proxies, the proxy already exist in the servhas to b attachedread-onlyintothe clientsdomainand theclientmustretrieveap ointer tofrom theservBinding toprotectedob jectswith sharedproxiesis verye�cient inthe commonwhere theserverreturns areference tooneofitsownob thiscase,theservdirectlyreturnsthesharedproxyp ointertotheclienclientisrequiredtothe server, b ecauseit cannot verify the p ointer in any (straightard) manner, but avoids a relatively exp ensive hashtable lo ok-up to translate a capabilitAclientstill hastopassp ointersascapabilities toaserver,sotheycanb e v

Theservercandirectlyconvertacapability foroneofitsownob jectstoap ointerbdeco ding the ct ID �eld in the capabilitHowevin the situation where a servreceivesa capabilityforanon-lo calob ject(oran applicationisreceivinga from a name server) a metho d for binding to the shared pro, given a capabilit,c handlesthissituationbyimplementing ahiddenb o otstrapmetho dfor eachob jectwithashared pro. The b o otstrapmetho d,whencalled,mapstheproread-onlyintothecaller’sprotectiondomainandreturnsap ointertoknow staticallyifa capabilityrefers toanob ject withashared pro, sothey automatically generate an RPC call to retrieve the shared proxy p oinmetho anextraRPCcall,butitisb elievedtob e anuncommoncasethatacliencapabilitiesfornon-lo calob jectstoaservp erformance increasethatsharedproxiesprovideisinpartachievedbyattaca group of proxies into a client’s protectiondomain when the client initiallimp ortsa reference to a single protected ob Proare by default organized ingroups by typ e, i.e., all proxies that refer to ob jects of the same typ e are attached a client’sdomain Sevtyp es can also b e group ed together, so they will b attached at the same each group the to olkit maintains a list of which clienhave gotproxiesattached to prevent redundant attacA granularity of a typ e may b e to o coarse for certain applications,which need to hav�ner controlover which ob jects a server has access group an ob ject b elongs can thereforealsob e controlledonasingleob jectbasis,but thatrequiresextraco de bthe implemenextensionsneed tob e made toc inordertosupp ort sharedproshared proxiesin the server, (2)awayforshared proxiestolo cate aclienlo cal

PortalID hashtable, and (3) attaching shared proxies to clienAshared proxy is createdalong with the proxies are by default lazily whenthe�rstreferencetoaprotectedob jectisexp orted,buttheycanalso b created eagerly by proxy co 3.3 shows how a server keeps track of proxies guard ob protected ob ject contains a p ointer to b oth the guard and the proxy; the guard and the proxy b oth contain a p ointer to the protected ob also an RPC connection

(Channel) b etween the proxy and the guard.The p ointer the protected ob ject to the shared proxy is used by the guard stub co de for conva real ob ject p ointer to a shared proxy p oin

Shared proxies, guards and protected ob Stub co de for the guard needs to �nd the PortalID table that is lo cal to the client executes the semi-indep enden t thread pack age[eeley et al. 93that comes with the to olkit is mo di�ed to supp ort the thread pack age, a thread’s stack p ower of twoaligned and of �xed Giva stack p ointer, the top of the stack can b found by maskingo� a constantnumb er of bits, and the �rst word of each stack cona p ointer to the ad ol ck (TCB). Each running thread can therefore access TCB by masking o� a numb er of bits of the current stack p oinTCB has b mo di�ed to hold a p ointer that caches a Channel and to hold a p ointer to the clienPortalID metho d getChannel is added to the thread pack age, which the Channel for a given p ortal ID. The metho d �rst checks is the Channel is cached the TCB and in that case directlyreturns the cached p ointer,otherwise itresolves tohashtable lo ok-up into thePortalID 3.4 shows a co de fragment for a pro

NameProxy::set(char*cnn= thisthread->getChannel(portal_i... MarshalparametersandexecutesRPC callStub co de for a shared proThe

�nal changeto the implementation of cis to attach a server’s proxy segmenread-onlyintoclients’ protectionsingleaddressspacegreatly �es this, b ecause it assures that all applications are lo cated in separate non-ovaddress ranges, and it also provides a mechanism for mapping segments from one tection domain into another protection A server might need to attach segmento a client each time a capability to one of it’s ob jects is exp those metho c silently passes an gment-capability for the client’s domain to the servit can attach the proxy segment read-only to the client server stores the cliengment-capabilities in a hashtable to prevent further redundant attacchapter intro duced shared proxies and explained how they can improve p ofthec to olkit. Shared proxiesmakebindingtoprotectedob jectsp otentiallyby mapping shared proxies read-only into client’s protection domains in bulk, therebavallo cation of memory and initialization of proxy ob jects lo cally in clients; allow the server to pass proxy p ointers directly to the client, avoiding the cost of lating b etween virtual addresses and capabilities; and a higher degree of transparency achieved, b ecause they do not intro duce p ointer aliasing and p ointers to shared procan b e shared by multiple clienHowevcalls on shared proxies are inherently slower than calls on ordinary pro b theChannelmustb elo cateddynamically oneachscheme thatcacmostrecentlyusedchannelineachthreadhasb een devised, soonlyoneisneeded to�nd the channel ob jectin the commoncase where athread the same server multiple times in a rooverhead of lo cating the channel ob is exp ected to b e low in comparison to the p erformance gains from eliminating proinstantiation and conversion of protected p oinev aluation of shared proxies presented in Chapter

Metho metho dsprovideatechniqueforoptimizing read-onlyaccesstoob jects.

Likshared proxies, the scheme is based on the use of shared read-only forimproving thep erformanceofob ject-basedclient/server commAccess toprotected ob jects is inherentlymore exp ensive than access to a lo calob due tothe costofthe RPC callto the the server’sprotectionEvon optimized RPC proto cols such as LRPC[Bershad et al. 90] it will b e considerably exp ensivextra overhead for an RPC call consists of marshaling the argumenand return v alues, two kernel invo cations to transfer the marshaled arguments b etwthe domains, and v alidation of the arguments in the context-switch can b e avoided for functions that do not mo dify the state of servbut only read data from will call these ad-only ds The idea is to give the client read-only access to the server’s data, so protected ob b e queried as e�cient as lo cal ob 4.1 shows an example of a clienhas read-only access to a servThe client has p ointers directly to data by the server and can followp ointers stored in the server directly

contrast to mo di�es the state of a serv

A client with read-only access to a servhaving to translate The key concepts of read-only metho ds A server attaches its data and co de segments read-only to a client’s thereby allowing the client to directly query its ob security of the server is maintaiClienonly have read-only access to server and therefore cannot directly mo dify any of its ob Mo mb e done with RPC calls to the server’s are completely transparent to the client

Read-only metho ds implemented as proxy metho Howevparameter v alidation is relaxed, b they are executed by the client, leaving the server una�ected even if a bad p oinis follow arecertainpitfalls theserverimplementor hastob eaware ofwhenimplemenmetho Granclients read-only access to the server implies that servdo es not haveany controloverwhich ob jectsare b eing the ob that a client is wed to access should b e attached read-only to the client’s The segments that get attached to the client should also not contain any informatithat makes it p ossible for a client to synthesize fake Syncconcurrenaccess to ob jects with r-metho ds causes a problem, b ecause r-metho ds directly mo dify lo cks in the servnext chapter is devoted to that these problems, r-metho ds are p erfect for achieving high p erformance for that are divided into multiple protection domains to increase extensibility and proindep enden ce of In Shapiro’s original prop osal of the proxy mo del he describ es a metho d for client/server communication by caching immutable data in proxies, thereby avoiding context-switcmetho ds generalize this idea by accessing the data intheservhaveseveraladv antagesovercachingofdatainprodata only in the server, it is p ossible to change data and all the clients will see the cinstanAnother b ene�t is that the cost of copying data into a proxy is avThe next section describ es how parameter v alidation di�ers for read-only metho ds, section 4.2 discusses how read-only metho ds supp ort is implemented in c and hostub co de can b e generated for assing and key mechanism for ensuring security for the servers is the p ointer v alidation done bthe

Poinmust b e passed as capabilities, so the server can make sure that p ointer is v alid and actually p ointing to a protected ob ject of the typ e the server exp This prevents the server from following an inv alid p oin metho dsareimplementedasproxymetho ds,butinsteadofexecutinganthey makeanordinaryinvo cationofthe corresp ondingmetho d onthe ob jectin the servof arguments and return-v alues for r-metho ds can b relaxed, b ecause they are executed by the cliena client tries to followan inv p ointeritcan onlyhurtserverwillalwaysremainparticular,

p ointerscanb e passeddirectlytor-metho dswithouttranslating themtocapabilities,

making it p ossible to access complex p ointer structures e�cien, without securitHowever,p ointersneedtob etranslatedb etweenproxy-p ointersandprotected-ob p ointers inthestubco deforr-metho p ointers thatare manipulatedbyaclienproxy p ointers,sothestubco defor read-onlymetho dsmust convert(proxy) p oinpassed as arguments to p ointers that p oint directly to the protected ob ject, and vice-vfor p ointersthat are returned as a The proxy-p ointer is translated by lo oking the protected-ob ject-p ointer in the proranslatip ointers returned from the servisalittlemorea protected ob ject uses ordinary proxies, ther-metho the capability from the guard to �nd or instantiate a proxy in the client’s if the protected ob ject has a shared pro, then the p ointer to shared proxy can b e either case, the guard

(and the p ossible shared promust exist, b ecausean r-metho d cannot mo dify the servand sharedpromust therefore b e instantiated metho ds can also return p ointers directly to a protected ob ject, so a cliencan access the ob ject directly without the indirection through the procan b useful when a server wants clients to have very e�cient access to linked data The disadv antage is that clients cannot mo dify the ob ject a p ointer refers to, b ecause client do es not have access to the proxy p oinHowevreturning p ointers to protected ob jects could, for example, b e used for a server that caches WWW These pages are never changed by clients, and contain links to other pages that can b folloed

*ObjectProxy::potato(ObjectProxyObject p->GetObjectPObjectGetObjectPtr()->potato(real_returnreal_r->GetProxyPtr()Sample proxy co de for a read-only metho section describ es how stub co de is generated for read-only metho ds, and how c implementation is extended to supp ort read-only metho Twkadditions are initializatiof a p ointer to the protected ob ject in proxies, supp ort for attaching server segments to clienGenerating proxy co de for read-only metho ds consists mainly of translating proxy p oin4.2 shows the stub co de for a function that takes a p ointer to a p ointer as an argument and then returns a p ointer to another protected ob metho ctPtr a proxy ob ject returns a p ointer to the protected ob ject, the metho d a protected ob ject returns a p ointer to the proxy for ob ject. the proxy p ointer consists of either returning the shared proxy p oinor of lo oking the proxy up in the PortalID table, dep ending on if shared proxies are or In order for a proxy to return a p ointer to the protected ob ject when the metho d is called, a new instance v ariable, is added to each pro, which p ointotherealob ject’s lo cations intheservv ariableisinitialized whentheprois created, i.e., each time a new capability is passedto a client or server as a result executing a metho d on a protected ob ject. The capability do es not contain the sp lo of the protected ob ject within the server, so thatinformationmust either b passed along with the capabilityor requested fromthe server after the capabilityb eenreceivClienare requiredtotrustservers, thereforeaserverpasses thep ointertothe ob ject with the capabilit. The p ointer is stored in the proxy when it is instanthecasewhereclientspassprotectedob ject p ointerstoaserver,this schemecannotb used,b ecauseaserverdo esnothaveanywayofv alidating apassedp ointer. mechanism where a server, given a capabilit,can make a protected call to the server obtain the lo cation of the protected ob ject are implemenrequires an RPC but it avoidsthe need for servers to trust p ointers passed by clienextra call is executed by the guard ob jects and are completely transparent to applications.

A server might need to attach segments to a client each time a y to one of ob jects is is similar to attaching shared proxies into a client’s domain is implemented as explained in Section metho ds allow clients to obtain data directly from protected ob jects, avoidithe overhead of RPC calls and without sacri�cing a side-e�ect, v alidation is relaxed, so p ointers can b e passed directly as parameters or returned r-metho underlying mechanism for supp orting read-only metho ds is of memory b etween the client and the servThe next chapter willdiscuss hothe synchronization of read-only metho ds can b e

Sync previouschapterintro ducedread-onlymetho ds,whichp ermitclientstoe�cienread data from a servmetho ds eliminate the context-switches that control b etween theclient’s andthe server’s client has read-only access the server’s domain, thereby allowing it to directly execute functions that only read from the servAn r-metho d cannot mo dify any data in the server, b ecause otherwise a protection will o ccurwhenit is executedby a cliencausesa problem with syncof concurrent access to protected ob Synchronization of shared data is typically done with lo cA thread which is ab out mo dify shared data acquires a write-lo ck b efore it applies any clo ck that it is the only thread accessing the data.

After the mo di�cations have b een it releases the lo ck again, so other threads can access the that are reading shared data, i.e., executing an r-metho d, require a read-lo ck, so the data it mo di�ed while they are reading contrast to a write-lo ck, which only allows thread to execute at a time, a read-lo ck allows several r-metho ds to execute at the metho dscannotdirectlymo difytheserver’slo cks,sothetraditionalmecdescrib ed ab ovecan thereforenot b e Twways of solvingthe syncare presented in this cobvious wayof acquiringlo cks using callsto theserverandaschemebasedonversion numb ers,atechniqueb orrowedlo ck-free synchronization[Herlihy

91certain kinds of servers it might b e pro�table to arrange access to data in a checin/check-outclientmakes anRPCcall totheserver(through aproxy)check-out an ob ject it wants to check-out call requires a lo ck in the servfor the sp eci�ed ob ject. access tothe ob jectcan then b e done by r-metho without anyneedfor synca client is donewith an ob ject, it checksin, which releases the lo ck. example, an ob ject-based �le system could b e this waRead-onlyaccessto

�lescan thenb eimplemented without any copyingof simple example of a C class that uses this metho dis shown in Figure server has to protect itself against ill-b ehaved clients that check-out ob jects could, for example, happ enif a client gets prematurely terminated bthe user with a kill command.The ob jects that are checked out will never b e checkin, leaving them inaccessible forever.A simple mechanism to prevent this is to asso a timer with each server lo ca client to maintain a lo ck it has to p erio dically makcalls to the server to renew its orefresh calls can b e hidden in the run-time, thereby b eing completely transparent to the Acquiring and releasing lo cks with RPC calls to the server is exp ensivthe scto b e faster than just executing a single RPC call to retrieve the data, the cost of check-in/check-out calls must b e amortized over cheap r-metho ds scheme therefore b est suited for servers with large ob jects and coarse-grained

intMaxNameLength= classNameMutexname[MaxNameLengthmutex.unlock();voidsetName(charvoidgetName(charRead-only voidName::setName(char strncpy(name,n,MaxNameLeCopy data into void

Name::getName(char strncpy(n,name,MaxNameLeCopy data out of A simple concurrent C++ class using the check-in/check-out sc numb ering ofob jectsisanotherscheme forr-metho ds tosynchronize access shared contrasttothecheck-in/check-outscheme,itisb estsuitedforservwith small ob jects and �ne-grainedInstead of requiring a lo ck to make sure that the data is not mo di�ed, the tecisbasedondetectionofmo di�cationand recovservermarksanob jectsistentduringanup metho dscandetectifanob jecthasb eenmarkinconsistenwhileitwasexecuting, and inthatcaseitcan restartis thatthe data accessed by an r-metho d is rarelymo di�ed during itsmetho dreliesontwo version-numb ers,check[0] andcheck[1],thatareto each ob the two counters have the same v alue,the ob ject is in a consistenstate, otherwise it is w-metho d marks an ob ject inconsistent by incrementhe v alue of check[1] b efore its applies any mo di�cation to the up date done, the ob ject is marked consistent again by incrementing check[0]co de an r-metho d stores the v alue of check[0], copies the data out of the ob ject, and the stored v alue against check[1]the two v alues are equal then the metho returns , otherwise the metho d is read-only metho d is guarandetect if its execution overlaps that of a w-metho d, b ecause the r-metho ds and metho ds access the version-numb ers in reverse order. An example of how the tecis used is shown in Figure that synchronization for w-metho ds is still with lo cversion numb ers can b e hidden by the sub class mechanism in C shothe interface for a class that encapsulates the version numb ers and provides level metho ds to manipulate

Ob that use version-based synchronization derived from this metho ds read the v alue of the two version numb lf �rst and lf lastrite-metho use lf onsistent to mark an ob ject inconsisten

intMaxNameLength= classNameMutexcharname[MaxNameLengthsetName(charUpdatevoidgetName(charRead-only void

Name::setName(char strncpy(name,n,MaxNameLeCopy data into void

Name::getName(char long first, do first = strncpy(n,name,MaxNameLengthCopy data out of } while(first!=l5.2:A simple concurrent C++ class using version numb

Lo creeOb

lf

lf

lf inconsistent

voidlf

5.3: Interfaceforthe Lo creeOb jectb efore they apply anymo di�cations,and calllf onsistent when the changeshave b classalsointeractswithaclassbuilttoprovidememorymanagemenwhicareexplainedinthe nextThe e�ciency of this scheme dep ends on how often r-metho ds are restarted, which turn dep ends on the execution time of r-metho ds and the up date rate of ob scistherefore b est for ob jectswhere reads are more commonthan writes,and r-metho ds execute quic. A p otential problem with read-only metho ds are starv ation.

or long executing r-metho ds or r-metho ds that access ob jects that are mo di�ed the probability of getting restarted is execution-time of an r-metho d b e arbitrary can b e avoided by having an upp er limit on the an r-metho d can b e restarted; if that limit is exceeded an ordinary RPC call to the servis made to execute the Manag management for ob jects that are accessed by read-only metho ds is sp ecial b memory for deleted ob jects cannot b e freely reused, but can only b e used for ob the same typ e. A client cannot tell if an ob ject it invokes by a read-only metho d b een deleted or it is the case that the ob ject has b een deleted and its is reused for another ob ject, then it is very likely that the read-only metho d will garbage data, b ecause the memory region now contains a di�erent even worse,is thata read-onlymetho d mightb e restarted, ifthe lo cations where it exp ectsto read theversion-numb ers donot have thesame v However,recyclingthe memoryregiontoob jectsofthesametyp eisp ossible,b they have the same memory layout.The drawbackis that an r-metho d might unexp data,b ecausetheob ject it was accessing got deletedandreplacedthatb elongstoadi�erentdataHotohandlethisproblemdep end on thedata example, for a linked list, the �rst and next primitivcan b implemented so the e�ect of the ab ove problem is that some elements will b e twhen the list is travsolution is to include an ob ject identi�er in eacob ject, so an r-metho d can detect that the ob ject has b een deleted and return an co de. App A shows how a singly linked list can b e implemented with vsynchronization, and explains the implications of the memory management in o manage the reuse of , each ob ject typ e has a free-list asso ciated with a linked list of p ointers to memory regions that has contained ob jects of the sp typ e. When an ob ject is deleted it is put unmo di�ed on the free-list, so r-metho ds are currently accessing it can still pro ceed, unaware that the ob ject has b een Memory for a new ob ject is allo cated by �rst checking the free-list and then if that empty allo cate memory directly from the new ob ject is marked inconsistenwhile it is initialized to prevent r-metho ds from reading inconsistent Howeva separate free-list for each typ e of ob ject intro duces memory fragmentation.

A server might not b e able to allo cate memory for a new ob ject, even thought there is lot of unused , b ecause the free memory region can only b e for ob jects of typ management of free-lists and allo cation and deallo cation of memory is supp by the ckF r eMemPo ol standard new and delete op erators in C

++

ovso memory is allo cated and deallo cated through the use of an instance of ckF r olThe interface for the class is shown in Figure

Lo co

LockFreeObject*

5.4: InterfacefortheLo creeMemPo olchapterdescrib estheproblemofsynchronizingconcurrentaccesstosharedread-only metho ds and presents twoOne is based on a check-in/checmechanism, which is suitable for large ob jects when sharing is solution, based on version numb ers, is suitable for small

�ne-grained shared ob jects. the common case, where data isnot mo di�ed, version-based synchronizationproread-only metho ds with a low overhead mechanism for synchronizing concurrent to shared ob

previouschaptershavepresentedsharedproxies,read-onlymetho dsand vbased syncare techniquesdevelop ed for improving the p ofob ject-basedRPC inthelo calcasewhereb oth theclientandthe serverresidethesame macchapter will ev aluatethe techniquesand presentp A name server is used as a test program.our di�erent versions of the name server built usingdi�erent combinations of sharedproxies andread-onlymetho dsto the p erformance improvements of the techniques b oth individually and comrest of this chapter describ es the implementations of the name server in presenthe b enchmark and ev aluates the Name name server o�ers its clients a general purp ose name-to-capability space is structured as a hierarchical collection of name is in a directory and contains either a reference to a y or a reference to

The internal organization of the name servCliencan resolve names to capabilities, browse directories, add new and delete existingnameservercan,forexample,b eusedasasimplistiob �leserver,whereentriesnamecapabilities for userThe organization of the internal data structure is shown in Figure TwC are used to represent the structure,

DirEntry and de, which resp ectively mo dels nameandaDirNo decontains a single linkedlist of DirEntry ob jects, a DirEntrystoreseither acapabilityora p ointertoa DirNo 6.2showsinterface for a DirNo Capabilitican b e added, deleted and lo oked up by name the metho ds insert, emove, and esolve. ,can b e manipulated the metho ds ateDir, emoveDir, and esolveDirtwo functions �rst and next provided for browsing through the entries in a DirNo A p ointer to the �rst

DirEnob ject is returned by the �rstmetho d and the link from one DirEntry ob ject to the isreturned bythe next metho 6.3 shows the interface for a DirEntry ob

Metho

*, Capability&)

createDir

Interface for the DirNo de

Metho

*,

DirNode*

6.3: Interface for the DirEntry It provides metho ds for accessing the capability or the sub directory dep endingon the ob ject conSynchronization of concurrent access to the name server is done with lo cks for the metho ds and with version-based synchronization for read-only metho tation is explained in detail in app endix

Shared proxies and read-only metho ds can with adv antage b e used to implement client/servcommunication for the name servtothe name server is exp to consist mostlyof browsingthe structure and retrieving capabilities,i.e., mostlyonly proxies eliminate the overhead of creating lo cal proxies in the clienand reduce the time it takes to pass p ointers from the server to the clienmetho (see Figures 6.2 and 6.3) eliminate the exp ensive protected pro cedure cliencan followp ointers in the server’s data structure b enchmark consistsofaclientthatcreates,traverses,anddeletesadirectoryture in the servdirectory structure is a balanced tree with a branching level twoand adepth of containsa totalof 3069ob jects, where 2046areDirEntryjects and 1023 are DirNo de ob The implementation of the op erations is b eloCreatingthe tree structure consistsof executing a metho d for all internal no des in the tree, and executing an insert for all leaf no metho ds are raversraversing the tree structure is implemented as a recursive pro uses next to iterate through the entries in a DirNo each entry it checif it has a sub directory with isSubDir, and whether it has one or not, a p ointo the sub directory is fetched with a call to getSubDir and recursively travraversing the tree only requires invo cation of read-only metho The tree is traversed recursively as explained ab ova no de or leaf has b a call to emoveDir or emove is generated, resp ectivthe involves executing a combination of read-only metho ds and write-metho o ev aluate the e�ect of shared proxies and read-only metho ds four di�erent tations of the name server and client were source co de for the programs unchanged for all implementations, but they are linked with di�erent proxy and stub co implementations clientand theserver execute inthe sameprotectiondomainwithouttheuse c and stubco clientinvokestheserverdirectlywithordinarypro versiongivesalowerb ound fortheexecutionThe client and server execute in separate protection domains using the implementationof to the server are done with RPC calls and shared proxiesnor read-only metho ds areThe client and server execute in separate protection domains and shared proxies for all protected ob proxies are created lazily when a to an ob ject is �rst exp orted to a clienIn addition to using shared proxies, read-only metho ds are also metho ds return p ointers to shared proxies, so the client can mo dify (or theob jectthat ap ointerrefersto. Sharedproxiesarecreatedexp eriments are runon a dedicatedDECstation

5000 running

Mach 3.0 and prototyp oftheOpal[Chaseetal. 93servOpal server provides an environmenin which all applications run in a single address space on top of the Mach kMach p orts as its transp ort mechanism, and read-only sharing of memory is implemented as gment to the Opal servresults of the exp eriments are shown in able table shows the for co ordinating sharing of memory (attach), creating the directory tree, traversi

6.1: PMeasurements (in Shared

Attac raver

deleting it, and the totalexecution It comes as no surprise that the Unprotected version is much faster than the vb ecause there is no overhead of executing remote pro cedure Howeva protection b oundary changes the relative cost of the di�erent op or theUnprotectedversion allo cating memory is anexp ensiveop eration comparedapro cedurecall,socreating thedata structureisthemost exp ensiveProtectedversion,traversing and deletingthestructureismorecostlythanthe structure, due to the high cost of remote pro cedure raverse and op erations make more than three times as many calls to the server than the op Intro ducing shared proxies makes creating, traversing, and deleting the tree slightlfaster. raverse the overhead of instantiating lo cal proxies is p formance is also improved b ecause the server returns p ointers directly to shared prothereby eliminating hashtable lo ok-ups to convert capabilities into lo cal proxy p oinThe results show that the extra cost of retrieving the Channel p ointer from a control blo ck is dominated by the savings from passing proxy-p ointers directly and inating instantiation of lo cal proAttaching the name server’s data segment read-only to the client signi�cantly improvp erformance of traversing and deleting the the structure

hashtable used in the exp eriments has 2048 buck slighslower b ecause shared proxies and guards are created ravin the Read-only version is a littleslower compared to the Unprotected vb the stub co de forthe read-onlymetho ds must convertp ointersand callmetho �rstandnextmetho dsonlyconsistofreturningap ointertheserver,soadding anextralevel ofindirection slows themdownbyarelativelamounThe totalexecution timesshowthatthe extratimesp ent attaching segmentsto clients can easilyb e amortized by the use of shared proxies and read-only metho therebyimprovingtheoverallp erformanceofob ject-based

ob ject-based RPCto olkit allowsmo dularsoftwaresystemstob e splitup inprotectionb oundaries toprovideextensibilit,maintainabilit,and indep enden ce makes the protection b oundary transparent to the client and provides tected access to the servHowevwhile the to olkitprovides safet, it can su�er p erformance, due to the domain-crossing costs required by the protected pro cedure

This thesis fo cuseson how thep erformance of ob ject-based

RPCcan b eimproved in lo calcasewhereb oththeclientandtheserverresideonthesamemacthelo case, the client and the server can take adv antage of read-only shared memoryallows clientstodirectlyqueryprotectedob jectsandmakesitp ossibletoproxyob jectsb etweenclients. Securitis maintained, b ecause protected pro cedure must still b e used to mo dify protected ob techniques are presenProMetho ds, SyncShared proxieseliminatethecostofinstantiatinglo calproxiesinclients,and allow serv passproxyp ointersdirectlytoclienaddition theyimprove the oftheto olkit,byeliminating p ointeraliasing andwing sharingofproxy p oinb etweenclienmetho dsprovideclients with e�cientread-only accessob The techniques have b een ev aluated on a test application where show signi�cant p erformanceimprovemenparticular, read-only metho ds shows drastic p erformance improvements by eliminating the protected pro cedure ersion-based synchronization, an e�cient synchronization of concurrent access to tected ob jects with read-only metho ds, is presensynchronization detection of concurrent access and recovprovides fast access to server data the common case where an ob ject is not mo scheme intro duces some with memory managemenpartial solution that recycles memory among ob jects the same typ e has b een presenThe techniques have successfully b een implemented in an existing ob ject-based to olkit

(mo di�cations are completely transparent to existing applications,

i.e., the same syntax and semantics have b een preserved for all c is on top of Opal, a single address space op erating system, which greatly simpli�ed implementation,b no a priori negotiation ab out sharing of memory b etween clienand servers is are several areas where future work is p Real techniques presented in this thesis are ev aluated on a name server with a arti�cialwIncorp the metho ds into existing applications to more knowledge ab out their strengths and weaknesses would b e in

Virtual MemoryThe techniques couldb e used in theremotecase on systemsthatimplementtributedvirtualmemory[Chase etal. 92b,Heiseretal. 93,Carter etal. 91]. not clear how the techniques will p erform compared to doing RPC calls directly the remote host, and how they will interact with the underlying consistency p of the DVM Synchronization of Read-only Metho synchronization has b een presented as a way of e�ciently syncing read-only metho ds and write-metho scheme needs further investigatito fully understand its viabilit

Bibliograph etal.N.Accetta, W., D.Golub,R.Rashid, A.ev anian, M.MAAnew kernelfoundationforUNIX developmenSummer e,July [Allchin& McKendry J.Allchin andM.

Syncandrecovof dingsofthe2ndACM osiumon

Principles ofd Computing, pages

31{44,

August

[Almes et al. T. Almes, A. . Black, E. D. Lazowsk a, and J. D. No system:

technical review. IEEE T ansactionsoneering,

11(1):43{59,

January[Andersonetal.

M.Anderson, R. D.Pose, and C.S. passwcapabilitThe

ComputerJournal,

29(1):1{8,ebruary

[Bershad et al. Bershad, T. Anderson, E. Lazowsk a, and H. Lightweightpro cedure call. ACM T ansactions on Computer

Systems,

8(1),

[Birrell & Nelson A. D. Birrell and B. J. Implemenremote pro calls. ACM T ansactionson

Computer

Systems,

2(1):39{59, ebruary

[Carter et al. J. B. Carter, J. K. Bennett, and W. Zwaenep o Implemenp erformance of dingsof the enth osium ating

Systems

Principles, pages

152{164.ACM,

Octob er

[Chase et al. S. Chase, H. M. , M. Baker-Harv, and E. D. Lazowsk a. House a 64-bit virtual address space.

ecRep ort

92-03-02,University ashington,

Department of Computer

Science and Engineering,

March

Shortened version published as Single ess e System for Bit Aes,

Third

IEEE orkshop on orkstation

Op erating

(WWOS-I I I),

April

[Chase et al. S. Chase, H. M. , M. Baker-Harv, and E. D. Lazowsk a. Asingleaddressspacesystemfor64-bit arcdings ofd Workshop on Workstation ating

Systems,

April etal.J.S. Chase, H.M., E.D.Lazowsk a, and M.Baker-HarvLightweightob jectsina64-bitop eratingIn dingsof ed amming

Systems,anguages, and ations,

Octob er

Universitof ashington CSE echnicalRep etal. J. S. Chase, H. M. , M. J. , and E. D. Lazowsk protection in a single address space op erating ecRep University of ashington,

Department of Computer

Science

April

1993.app ear inACM[Daveetal.Dave,M.

Se�k a, andR.H.Campb ell. Proxies,application inanddistributedsystems. In dingsof the ondInternationalon ct Orientation in ating Systems,Septemb er eeley et al. M.J., J.S. Chase, and E.D.Lazowsk

User-levand interpro cess commecRep ort 93-02-03, UniversityDepartmentof Computer Science and Engineering, March[Heiser et al.G.

Heiser,K.

Elphinstone,S.

Russell,andJ.

o chtelo Mungi:

single address-space op erating ecRep ort

Rep 9314,

Scho ol of Computer

Science and Engineering, The University New South ales,

[Herlihy M. Herlihmetho dology for implementing highly concurrent data ecRep ort CRL 91/10, DEC Cambridge

Research

Lab C. A. R. Commsequential pro the

ACM,

21(8):666{677,

[Jul et al. Jul, H. , N. Hutchinson, and A. Blacmobility the Emerald system. ACM T ansactions on Computer

Systems,

6(1):109{133,

ebruary

[Levy H. M. Computer

SystemsPress,

Massach[Mullender & anenbaum

Mullender and A. anendesign of capabilitop erating

Computer

Journal,

29(4):289{299,

et al. D. Redell, Y. Dalal,T. , H. Lauer, W. Lynch, . Murra, and S. Purcell.

Pilot:

op erating system for a p ersonal of the ACM,

23(2):81{92, ebruary

[Rosenb Rosenb erg. Architecturaland op eratingsystemsupp ortfororthogonal

p Computing

Systems,

5(3),

July

[Shapiro

Shapiro.

Structure and encapsulation in distributed prodings of the Sixth

International e on Computing

Systems, May [Stroustrup B. C++ amming anguageMassachusetts, second edition, ulf A. Hydra:

kernel of a multipro cessor op erating of the ACM,

17(6):337{345,

June

App Sync

Anapp endixgivesanexample ofhowversion-based synchronization canb emensingled linked list that provides read-only metho ds to access and thelist is usedas an implementation describ edhereis idento the one used for implementing the de class in the name server

The list has metho ds for inserting elements, removing elements, and iterating through elements in the simplicity are the typ e of the elements stored in the list inthis list is implemented with two C classes, whose are shown in Figure

Eacinteger stored in the list is encapsulated in a ob ject, which also contains the link-p ointer to the next elemenList class conp ointer to the �rst element in the list and has access to the internals of so it can access the link-p ointer from one element to the of the are sub classes of eObjct

(Figure

A.2) which contains the version-numb ers provides metho ds to manipulate

The name server is describ ed in Section

List: publicLockFreeObjectMutexListElemvoidinsert(intListElem*firstListElemvoid*operatordelete(voidclassListElem:publicLockFreeObjectint ListElemfriendclassvoid*operatordelete(voidThe

List and ListElem The following sections describ e how memory is managed for the list,and explains hothe read-only metho ds and the write-metho ds are implemenof memory is implemented by overloading the new and delete op of the ckF eolclass

(see

Figure

A.3) contains the free-list of ob The

Lo creeMemPo ol is a simple queue of Lo creeOb ject elements, where ob jects

LockFreeObjectUsedbyLockFreeMemPfriendclassulongreturn check[1];

ulong return check[0];

check[0] = check[1]+1;

check[1]++; The Lo creeOb ject b pushed onto the queue with the cycle metho d, and p opp ed o� with the metho d. ate metho d returns a null p ointer if the queue is emptclass access to the internals of Lo creeOb ject and uses its link p ointer to queue elemenThere is a global instance of the Lo creeMemPo ol class for each typ e of ob ject that accessed with read-only metho ds, i.e., typ es that are a sub class of Lo creeOb List and ListElem class, the following statements instantiate the two LockFreeMemPool static

LockFreeMemPool The co de for the overloaded new and delete op erations are the same for all except that each class accesses its own Lo creeMemPo ol and casts to its own typ The co de for the List class is shown b elo*List::operator new(size_t s) List

*elm = ListMemPool.allocate(return

(elm) ? (elm) : (::new void operator

List::delete(void

*obj)

LockFreeMemPoolMutexLockFreeObject*head,*tail;

LockFreeMemPool(~LockFreeMemPoolLockFreeObject*allocate(LockFreeObjeLo creeMemPo olListMemPool.recycle(obj)metho dsareexecuted directlybyclients,andthereforecannotmo difyanoftheservsynchronization ofread-only metho ds relies oningandrecoveringfromreadinginconsistentIn contrast to lo cks which are on preventechnique relies on write-metho ds to mark ob jects as inconsistenwhile they are b eing mo The guidelines for implementing read-only functions co de mo di�es the ob access to the ob ject is enclosed in a do-while lo op, so the metho d can b e if theversion-numb ers changedduring its execution, lo cal v ariables are accessedoutside thedo-while lo implementation oftheread-onlymetho dsintheListandListElemisshownFigure of the metho ds have the same only di�erence is data is accessed and which ob ject’s version-numb ers are checkrite-metho are executed by the server, so they can freely mo , create, and ob particular, they can synchronize access to shared data with standard cprimitives such as critical sections and monitors[Hoare

78write-metho must mo dify the version-numb ers b efore and after it mo di�es an ob ject to prevent metho ds from returning inconsistent implementor do es not have access the version-numb ers , but can manipulate them via the metho ds in Lo creeOb ject implementation of the insert and emove metho ds of the List class is shown

Figure lo ck

(the is used to ensure that only one thread is or removing elements at a changes are applied to an ob ject it is markinconsistent with a call to lf onsistent, and afterwards it is marked consistent with call to lf onsistentThese calls guarantee that concurrent executing read-only metho will b e subtlety with the implementation is the interaction b etween read-only metho write-metho happ ens if elements are added and removed while a client traversing the list with the read-only

�rst and next metho the case where only elements are added to the elements are always the b eginning of the Elementhat are added after the client obtains a p ointo the �rst element

(with the �rst metho d) will therefore not b e travRemoelemenfrom the list is a little di�erenRemoan element that the client has travwill make no di�erence, b ecause it has already b een

Similarl

ListElem::getKey()ulongfirst,first=}while(first!=lreturnListElem

*List::first() ulongfirst,ListElemdofirst=h=}while(first!=lreturnListElem

*List::next(ListElem

*e)ulongfirst,ListElemdofirst=e->lf_first()n=last=}while(first!=lreturnA.4: Implemenof the read-only metho

ListElem::getKey(ulongi)ulongfirst,last, first= I=}while(first!=lif//RaisereturnImplemenofgetKeywithincarnationchecclient will not see ob jects that are removed from the part of the list that has not yet b travelement that the client is currently holding a p ointer to is guaranto b e traversed, even if it is deleted while the client is accessing the elemenis deleted it is just b eing put on a free-list with the cycle call to a Lo creeMemPo ob ject with all its state inHowevb ecause memory is recycled, the implementation of the linked list has abnormalit.o ccurs when the current accessed element is removed from the list its memory region is recycled to a new elemennew element is inserted into front of the list, so the traversal will,in e�ect, b e reset to the b eginning of the it p ossible for a client to traverse some elements more than b ehamightb eundesirableforsomeexample, aclient cannottraversetodetermineitsevenworsesituation canhapp en iftheelementisand recycled onto a di�erent An alternative implementation strategy uses incarnation numb makes it p aread-onlymetho d todetect when the ob jectitisaccessinghasb een recycled, anerrorco de canb e returned totheapplicationcanthenrestart op eration by retrieving a new p ointer to the start of the The idea is to let the clients keep track of which incarnation of an ob ject a p ointer incarnation numb er is an instance v ariable in the Lo creeOb ject class incremented each time an ob ject is recycled, hence, it is constant as long as the memory region contains the same ob of only returning the p ointer to ob ject, the server returns a two-tuple contain the p ointer and the incarnation-numb The incarnation numb er is passed to the server when the p ointer is used, so the ob can b e authenexample of the technique is shown in Figure implementing read-only metho ds with incarnation-numb ers are not transparento clients, which jeopardize the goals of the to olkit.

It is not shown in Figure

List::insert(intkey)ListElem*elm= newelm->lf_inconsistent();

elm->link=elm->lf_consistlf_inconsistenthead= lf_consistent()mutex.unlock();

voidList::remove(intkey)NameServerEntry_r*cur= *prv= while(cur&&prv=cur,cur

=if(cur))if(prv)prv->lf_inconsistent(prv->link=prv->lf_consistent}elself_inconsistent();

head=deleteImplementation of the write-metho